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Foreword 


Cryptologic operations in support of U.S. Air Force commanders 
during the Korean War provided the essential base from which the air- 
related SIGINT systems employed in Southeast Asia in the I960 s 
developed U.S. Air Force commanders in Korea learned to make direct 
application of SIGINT in their operations. As they did so, SIGINT 
analysts for the first time worked in the air operations centers them¬ 
selves to assist in the application of SIGINT 

U.S. Air Force and U S- Naval Air commanders in Southeast Asia, 
recalling the Korean War, asked for SIGINT to aid them in planning, 
conducting, and evaluating air operations, and they wanted timely 
service. With Korean War and Cuban missile crisis experience behind 
them, U.S. SIGINT technicians adjusted collection, processing, and 
reporting tasks to meet these Southeast Asian requirements. Once again, 
they formed a close relationship with commarelers and worked in or near 
the operations centers of PACAF and Seventh Air Force and Seventh 
Fleet’s attack carriers and special mission ships. 

The purpose of this cryptologic history on SIGINT aspects of U.S. air 
operations, of which this is the first volume, is to establish a record of 
those SIGINT operations and the use made of SIGINT by the Air Force 
and the Naval commanders concerned. The documentation will serve, 
therefore, both the cryptologic agencies and the U.S. Navy and U.S. Air 
Force as they look ahead to a continued partnership in future air 
operations. 


NOEL GAYLER 
Vice Admiral, U.S. Navy 
Director, NSA 
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In preparing this initial volume oh S1GINT applications in Southeast 
Asian air operations, the writers used a wide variety of source materials 
Noteworthy among these were the unit histories of Air Force Security 
f y Service s Pacific Region, documentary materials from Nava! Security 
Group; operational message files, including a major one assembled by 
Mr. Del mar Lang of NS A; drafts prepared by Mr. James Thompson, 
B3, before he departed NSA; the technical reports of NSA’s technical 
library; and interviews. 



Conecney, USN (NFOIO), also contributed by making several of our 
accounts more mea ningful and accura te. Finally, the writers acknowledge 
the patient work of ] [ who typed and corrected their draft 

manuscripts. 

A few source footnotes appear in text, mainly where the material was 
directly quoted. A fully documented version of this volume is available at 
NSA for reference. Requests for additional copies of this publication 
should be addressed to Director, NSA, Fort George G. Meade. 
Maryland. 

The staff assumes sole responsibility for the use made of source 
materials and of comments offered on the draft manuscripts, as well as for 
Jnv errors of fact thar may appear in this volume. 

January 1972 T. N.T 

j M 

W.D G. 
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CHAPTER I 

The Setting 


The air war over North Vietnam, in one sense, represented a 
conventional contest of arms between American and communist forces, 
with most U.S. aircraft and crew losses resulting from North Vietnamese 
use of AAA. While the air war unfolded day by day, another contest 
was taking place, however, with equal intensity. This was the struggle 
for technological electronic supremacy in the skies over North Vietnam. 
The U.S. had to devise new tactics and equipment to keep its lead over a 
North Vietnamese air defense system employing increasingly sophisti¬ 
cated bloc country techniques and equipment. On their part, the North 
Vietnamese attempted to deny the airspace over North Vietnam to U.S. 
reconnaissance and strike aircraft by employing these advanced systems 
m conjunction with their conventional air defense forces, adapting 
equipment and techniques to contest U.S. electronic innovations 

The period of the air war over North Vietnam, March 1965 through 
October 1968, was one in which the enemy’s air defense system became 
a highly refined, articulated defense mechanism. During this period, 
with assistance from signal intelligence (SIGINT) agencies, the U.S. 
kept pace with the successive stages in the development of the enemy air 
defense organization. 

U. S. Forces 

■ In conducting air operations over North Vietnam, the U.S. Pacific 
r Corn mand (PACOM) in Hawaii exercised control through the Pacific 
1 A,r For <* (PACAF). the Pacific Fleet (PACFLT), and Fleet Marine 
Forces, Pacific (FMFPAC). Each of these, in turn, had operational forces 
j »" the Southeast Asian theater. PACAF's 7th Air Force (2d Air Division 
Jnt, l 1 April I966)*at Tan Son Nhut Air Base (AB) near Saigon; an 
dement of PACFLTs 7th Fleet. Task Force 77 (TF-77), in the Gulf 
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In Sop* Vietnam. 7* Air Force had six tactical fighrer 
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(modifications C to E); the Special 2"““ *7 c 123 
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and others wh.ch were adapted for ground support The tactrcal 
reconnaissance wings flew the RB-57E, RF-4C, RF-101 and EC-47 
Seventh Air Force wings operated from airfields at Bien Hoa Cam Ranh 
Bay. Da Nang, Phan Rang. Phu Cat, Pleiku, Tan Son NhutTuvHoa 
and other locations. The Republic of Vietnam Air Force (VNAF) w„h 
headquarters at Tan Son Nhur, operated from many of the same airfields 
with numbered wings at Bten Hoa. Tan Son Nhut. Da Nang. Nha 
Trang, and Birth Thuv. The South Vietnamese Air Force had three 
squadrons of A-l propeller-driven SKY RAIDERS, three squadrons of 
A-37 subsonic attack jets, and one squadron of F-5 supersonic jet 
fighters. These forces participated from time to time with US air 
dements in strikes over North Vietnam. 

In Thailand, 7th and 13th Air Forces had numbered fighter wings and 
squadrons at Korat, Takhli. Ubon, Udorn, Bangkok, and Na Khon 
Phanom The squadrons flew F-4's from Korat, Ubon and Udorn and 
F-105 s from Takhli and Korat. Air Force electronic warfare squadrons 



USAF F-105 THUNDERCHIEF all-weather fighter-bomber. 
Note ALQ-87 electronic warfare pod (left wing) and ALQ-71 
electronic warfare pod (right wing) positioned outboard of the 
relatively large fuel tanks. An APR-25 radome is under the nose of 
the aircraft. 
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flew EB~66’s from Takhli and EC—47 s from Na Khon Phartom. Several 
tactical reconnaissance squadrons at Udorn flew RF-4's. 

Strategic Air Command (SAC) also deployed units for operations in 
Southeast Asia. Prom Kadena Air Base, Okinawa, U Tapao Air Base, 
Thailand, and Andersen Air Base, Guam, SAC launched B-52 missions 
against targets in South Vietnam and along the infiltration corridor in 
Laos. SAC also conducted U-2 and drone photo/E LI NT operations 
over North Vietnam.* 

U.S. Navy end Marine Corps 

With headquarters ac Yokosuka, Japan, 7th Fleet kept its Task Force 
77, consisting normally of two or three attack carriers (CVA's), in the 
vicinity of two designated points adjacent to the Vietnamese mainland. 
Yankee Station, the poult from which the Navy launched its ROLLING 
THUNDER missions, although not fixed, centered upon 16-00N 110- 
00E in the offshore waters south of die DM2 prior to April 1966 and 
thereafter upon 17-30N I0S-30E in the waters to the north of the 
DMZ. Dude Scadon was off the Mekong Delta to the south. PACFLT 
CVA’J Hancock, Constellation, Coral Sea, Ranger, Orishany, Kitty 
Hawk, America, Intrepid, Roosevelt, Enterprise, and Forrestal rotated 
into and out of the war tone, cruising on either Yankee or Dixie Station 
for varying periods of time. 

Commander, Task Group (CTG) 77.0, a subelement of TF 77, also 
designated Yankee Team commander, assigned flying times to his 
CVA’s. Yankee Team usually assigned each CVA a 12-hour flying time. 
If more than two carriers were on station, overlap times were 
concentrated during daylight hours, but all carriers conducted strike 
operations 12 hours daily. To prevent CVA’s from striking the same 
target. North Vietnam was divided into sectors with sector assignments 
made by CTG 77.0 based on time-of-day flying hours. Strike planners on 
the individual carriers nominated to CTG 77.0 targets and 
reconnaissance areas within tbeir assigned sectors. If for any reason the 
nominated targets were not approved, CTG 77.0 assigned ocher targets. 


'Sc* below, p. 14-20 
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CRUSADER. Other aircraft such as the E-2A HAWKEYE with its 
special radar served as early warning platforms for the fleet. Still others 
such as the RF-8G CRUSADER and RA-5C VIGILANTE carried out 
reconnaissance missions employing various sensors. 

The first Marine Air Wing, under the 3rd Marine Amphibious 
Force, had major units at Da Nang and Chu Lai, with other forces at 
Marble Mountain (near Da Nang), Phu Bai, and Dong Ha primarily for 
ground support. The major units, Marine Air Group (MAG) 11 at Da 
Nang and MAG's 12 and 13 at Chu Lai, in addition to supporting 
ground units in South Vietnam, also flew missions over Route Package 
I in North Vietnam (see illustration, p. 8). Their missions were, for the 
most part, responsive to MACV strike objectives and were thus distinct 
from both Navy and Air Force operations over the North. 

MAG-ll at Da Nang flew A -6 INTRUDER'S and F-4 
PHANTOM fighter-bomber aircraft. Its Marine Composite Recon¬ 
naissance Squadron One (VMCJ-l) flew reconnaissance and electronic 
warfare versions of these aircraft, RF-4B's and EA~6A's. MAG-12 
flew A-4 SKY HAWKs and MAG-13, F-4’s from the air base at Chu 
Lai. 


U.S. Air Operations Over North Vietnam 
Before the Gulf of Tonkin incidents in 1964, American air operations 
consisted only of reconnaissance missions in the Laotian-North 
Vietnamese border area. The diminutive 5outh Vietnamese Air Force 
(VNAF), under Air Marshal Nguyen Cao Ky, flew A-1E propeller- 
driven aircraft from Da Nang with the help and guidance of American 
advisors, but established rules of engagement at that stage prohibited 
direct action by U.S. advisors unless provoked by the enemy, The United 
States launched its first air strikes* against North Vietnam on 5 August 
1964 in retaliation for the North Vietnamese PT boat attacks on the 
U.S. destroyers Maddox and C. Turner Joy in the Gulf of Tonkin. In 

•An air strike is an attack on specific targets bv fighter, bomber or attack aircraft on an 
offensive mission and may consist of several air organizations under a single command in 
the air A sortie is "an operational flight by one aircraft " This differs from a mission 
which is "the dispatching of one or more aircraft to accomplish one particular task. ’ 
(■Joint Chiefs of Scaff, Dictionary of United Stales Military Terms for Joint Uiagt- 
Washington, D C.. U.S. Government Printing Office. I January 19681 
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After the beginning of ROLLING THUNDER, the U.S. commands 
conducted air strikes only in areas designated specifically for them. 
PACFLT, PACAf. and MACV assumed responsibility for strikes within 
the various districts of North Vietnam, or route packages as they were 
called. 

:t.: ■ i. 
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DOD 
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Originally, each service had three route package areas for a specified 
time, then rotated responsibility for those areas with the other services. 
In order to allow the pilots to become more familiar with their target 
areas, placement of antiaircraft batteries and the Eke, route package 
assignment became permanent. 

In December 1966 the commanders of 7th Air Forte (AF) and TF 
77 established procedures for controlling and coordinating their air 
operation, over Laos, South Vietnam, and North Vietnam. The 
procedures provided, in particular, for exchange of information on all 
friendly air operations over the Gulf of Tonkin and the adjacent land 
areas of North Vietnam and for mutual use of radar control facilities. 
The latter included the A ir Forte Control and Reporting Center (CRC), 
nicknamed]. i_|at Monkey Mountain near Da Nang; Arr 

Foret l l [ Control and Reporting Post (CRP) at Dong Ha 

near the UMZ; Air Force's Airborne Early Warning and Control aircraft 
(callsign ETHAN); and Navy's RED CROWN facility on board the 
Positive Identification and Radar Advisory Zone (PIRAZ) ship stationed 
in the Gulf of Tonkin.* 

The U.S. expanded and contracted the ROLLING THUNDER 
program in terms of geographic area, authorized targets, ind sortie level 
in accordance with directions from Washington. From March 1965 to 1 
April 1968, interrupted by seven truces ranging from 24 hours to a week, 
the U.S. gradually expanded the area of authorized operations until 
almost all of North Vietnam was included. The U.S. did not carry out 
operations along the Chinese Communist border, nor did it strike the 
Hanoi and Haiphong areas except for specified military and other 
strategic installations. 

On 1 April 1968, President Johnson limited strike operations against 
North Vietnam to areas below the 20th parallel, and on 3 April further 
revised the limitation southward to the 19th parallel. On 1 November, 
he suspended ROLLING THUNDER operations. Air reconnaissance 
continued, however, without abatement. 


'Memorandum of Operational Procedural Agreement Between Commander. 7th AF 
'"d Commander TF 77,' 8 December 1968 (Secret). 
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USMC Aircraft in SEA 
Re con naissa nee Progra ms 


Under the control of the Joint Chiefs of Staff and its Joint Recon¬ 
naissance Center (JCS/JRC) in Washington, the Strategic Air Command 
had responsibility for strategic reconnaissance in Southeast Asia. 
Under the JCS/JRC and CINCPAC direction, PACFLT and PACAF 
conducted tactical air reconnaissance of direct value to their operations 
over North Vietnam. 

U.S. SIGINT agencies, from the beginning of the Korean conflict, 
have assisted L r S. military commands in the conduct of air 
reconnaissance programs. When an enemy air defense system reacted to 
these operations, SIGINT agencies intercepted communications in order 
to gauge the target country's reactions to them and to provide U.S. 
officials with timely intelligence. At times, when hostile action against a 
reconnaissance mission was evident, tactical controllers were able to avert 
shootdowns by using SIGlNT-derived information and recalling the 
aircraft before the enemy could make an air interception. 

Although SIGINT agencies were primary contributors to the JCS 
WHITE WOLF advisory warning program, which supported all 
peripheral airborne reconnaissance worldwide. Southeast Asia was 


¥ 


! 


"™ pt fr ° m nwmal WH1TE WOU procedures, foscead. a modified 
system was ,n use for the zone identified as X-ray. including all tern- 
ry westward from Ha,nan Island throughout Laos. The mod,(led 
system applied only to SAC IT-2 and drone reconnaissance fl.ghrs and 
svas separate from threat alerts and border warnings in support of 
tactical missions over North Vietnam and Laos. 

Air Force Security Service s 6924th Security Squadron ar Da Nang 
had advisory warmng responsibility for SAC m.ss.ons ,n the X-rav area 
proving pertinent SIGINT to a SAC angles,dehand station near the 
AFSS compound The SAC station determined if a warrang was required 
an lfso -P uxd “ 10 aircraft. The 6925th Security Group at Clark 
AB ,n the Philippines passed WHITE WOLF warnings for 
reconnaissance flights outside the X-ray area in the normal manner 


SAC, PACF'LT. and PACAF reconnaissance missions produced, tor 
' h 'r‘ P r phoIO * ra P h ‘ c iHtciligence, communications intelligence 
(UJMLNT), and electronic intelligence (ELINT) * ELINT was 
particularly useful to the Navy and Air Force in the conduct of elec¬ 
tronic warfare operations over North Vietnam. Tactical commanders 
wanted information on the enemy's a,r defense organization. Was the 
enemy using a given electronic system’ What frequencies were the enemy 
employing on h.s radars’ Was the enemy preparing to launch missiles a, a 
U.S. flight over Route Package V? Tactical a,r commanders looked to 
tLINT for answers to these and many other questions about the enemy's 
<iir defense operation. 


Air commanders also had a longer-range interest in the weapons 
systems being mtroduced into North Vietnam by communist blot 
countries. They warned to know rhe general technical capabilities of the 
weapon system and its modus operand,. Whar was the effective range of 
the missile and its associated radars’ How did the radar signal guide the 
missile? Was ,r susceptible to jamming? How reliable was the enemy's 
radar controlled AAA? Where was the enemy locating his air defense 
weapons and radar control facilities.- These were only a few of the 
questions asked of the ELINT specialists. 


FLINT is information obtained by 
noncommunications electromagnetic 
sources. 


the collection and technical processing of foreign 
radiations from oiher than atomic or nuclear 
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Using receivers for ELINT signals spanning the£ 


S requency range, service ELINT operators collected radar, missile 
:e, navigational (beacon) and other non-communications signals. 
Of primary importance in the air war were, of course, the 
electromagnetic radiations of the enemy's radar sets which comprised 
upwards of 90 percent of the signals recorded. 

Since most radar signals of interest were in the very high frequency 
range and intercept depended largely on being within line of sight of the 
emitting radars. U.S. ELINT operators on aifborne platforms collected 
these signals. While intercepting the signals, the airborne operators also 
were able to take successive direction finding bearings along a base 
line—the path taken by the aircraft—to fix the relative positions of the 
radars (see illustration above). 


:i> 
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Operator, and snalysu pait,cip.tmg in ELINT collection misioiu 
normally processed the signals immediately for information of direct use 
in air operations. They plotted the signals, read out the audio portion of 
the signals, examined the film which photographically recorded the scope 
displays to measure pulse rate frequency (PRF) and other characteristics 
of the signal for identification of the emitter by type. They checked 
the derived information with that previously held to update their ELINT 
gl. order of battle (EOB). They then forwarded .the ELINT data and 

pertinent COMINT on prescribed form, m—h-v win.-—i.- 

tho 

fil ling ! pnnww m EL1N 1, issued EIINT reports and continuously 

maintained fo, PACOM the ELINT order of battle, then forwarded the 
basic ELINT data to NSA for further processing and to DIA for 
incorporation into the worldwide EOB. NSA also acquired ELINT data 
directly from collectors for updating its ELINT Parameter Listings, the 
technical guides used for signal identification. 

ELINT analysts worked closely with engineers of the three services 
j who designed jamming and other electronic equipment to deny the enemy 
reliable use of his electronic equipment. Often very precise measur ement* 

I of emitter signals, such as thqgg gbiaiOftf on the FAN SONG radi j \ 
I I in the Gulf of Tonkin during 

October 1967, were necessary before the U.S. could develop electronic 
countermeasures (ECM) devices. Examples of the liner were the lock- 
breaker and gate-stealer jammers employed to confuse reception by 
enemy antiaircraft radars. COMINT analysts also participated in the 
development of ECM devices by providing the service R&D agencies, 
tnterservice panels, and contractors (Sanders Associates, John Hopkins 
. Applied Physics Laboratory, and others) with insight into the operation 
■P o{ electronically controlled weapon systems based on their COMINT 
studies.* 


•* SA * | J ° 8 iw * one enmpie. briefed a SAM Working Group 

Meeting" at the Air Proving Ground. Eglin AFB, Fla., as early as November 1965 on 
ihe COMINT derived view of NVN's SAM operations. In attendance were 
■rprejenianvn of the intelligence communin' and service R&D agencies such as Armv j 
FSTC. Aberdeen Proving Grounds, and Reduone Arsenal; Navy s STIC; and Air 
Force s FTD and AF5C. 


USAF 


E'.L. 


TOP SECRET UMBRA 










lUFStLKtl UMUHA 

14 S1GINT APPLICATIONS IN L'S. AIR OPERATIONS 

SAC Reconnaissance 

In Southeast Asia, SAC flew U-2’s, drones. RB-47's, RC-135's, and 
the SR-71 on photo reconnaissance and SIGINT missions. As theJCS 
executive agent for strategic* ELJNT operations, SAC undertook major 
ELI NT processing at its Omaha headquarters and also in field loca¬ 
tions. 

The U- 2 Program 

On L3 February 1964. SAC began a high-altitude phoro 
reconnaissance and SfGINT program utilizing the U-2 aircraft, the high- 
altitude—up to 70,000 feet—monoplane with a cruising speed of 460 
mph and a range up to 3s000 miles. The first U-2 mission st aged from 
Clark Air B ase iri the Philippines in a program nicknamed^ 


_J* Shortly after the initial February mission, the U-2's be- 


□5 


recent nicknames 
jl Julv 1969 


l October "I96?v and| 


•**JCS 1254-65.082331Z Apr 65. ITS COMINT Channels Onlv). 


gan operating out of Bien Hoa AB, RVN, on an almost daily basis - 
recorded 1,100 missions from inception of the program to 1 November 
1968. Acting on data produced by the U-2 missions and requests re¬ 
ceived from MACV and others, SAC planned rhe U-2 missions and, 
after JCS/JRC approval, forwarded instructions to the field for execu¬ 
tion. 

During 1964 U-2's ranged over Laos and North Vietnam without 
restrictions, but following U-2 photographic detection of a SAM (SA-2) 
installation to the southeast of Hanoi in early April 1965, the JCS 
directed that U-2 missions be restricted from overflying SAM sites.*** 


•The distinctions between what is strategic and what is tactical became, ai times, 
somewhat blurred, and ihe terms are used here with some reservation. The bombing of 
NVN was strategic; u supported the region of mam confrontation. South Vietnam 
Despite SAC s strategic mission and its srraregic B-52 bomber force, it was PACFLT 
and PACAF which carried out rhe strategic bombing of NVN. SAC s B-52 force, 
un the other hand, as used in South Vietnam, performed a tactical support mission. 


THE SETTING 


"TOP SECRET- 



L 2 tOUKS ,hen bccamc periphery! CO the known areas of SAM 
NVN “ * -rh a s ihe 30 nm. 




l. re . — dS rar north as the 30 nm 

buffer zone along the NVN side of ,he Sino-NVN border| 

I '*' l,h 'be introduction of the SAC 


. ui me 3/u, 

_- program (see p. 19 below) in the spring of 1968. U-2 

missions were for rhe most part over central and southern South Vietnam 
lth a number over Laos west of the NVN panhandle 
While the primary U-2 misston was photo reconnaissance, including 

equ,nDed P rt’ 7 ^ ^ * 5 ' condar f S1G1 NT mtss,on. SAC 

Snipped the L-2 s with a senes of COMINT-ELINT systems in 1964. 

Pnl cOM^NT*' d “ ,sn ' b for a k '" d of collection. The 

for f,™ COMINT ,P atka f' used early in the program. System III. was 
°r frequency scanning and recording. 

'usraUed "" I" 2 ’ ph °'°S ra P b ' d ,hc ^ s.tes in April 1965. SAC 
'•tiled another package. System XII. which operated on the same 


TOP FT 1!MRRA 









16 


SIGINT APPLICATIONS IN U S AIR OPERATIONS 


the setting 


m I'fci I iliHL 



_ b 

Drove Operations 

In August 1964 SAC began another program employing Rvan 
F1REBEE drones under the codcname BL UE SPRINGS.* In itially. SAC 

employed the drones in reconnaissance ove launched 

•More recent codenamev BUMBLE BUG on l October IV6 7 . BUMPY ACTION 
21 February 1968. and BUFFALO HUNTER. 21 February 1970. 

TOR 66 fc»ST UMBRA - 




R f r ,55?. 

sance platforml | ant J > ■ , as a reconnats- 

v' tn drOW th ' prunary racoona^"^ s m,u '• v '- 

v .« na m proper and also undertook misJ , ons “ over V, r ,h 

essentially a photo reconnaissance mm,on bur rh TSc ~ IJC 

an EL 1 .VT collector and on rare oc 7 Zm a, a ■» 

Usin g DC -.30 S baaed 

SAC a 4080 th Strategic Wing launched the drones'") 501 '* 

over the Gulf of Tonkin or over Laos After 7 t ' " ,,r :r "™ 

warfare officers aboard the j la unch | SAC eieca-unu. 

J I 


3 a distance of about 150 


programming system. Romanic: ;:«cni 



Recovery of Rvan Drone 
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THE SETTING 


SAC used separate models of the | | for high-altitude, long- 

range missions and for low altitude, relatively short range missions. 
Model 147T, the high altitude drone with a maximum range of 2200 
nautical miles could photograph a strip of land up to 22 miles wide 
on a 783 mile long track from an altitude of 6,600 to 72,000 ft. In 
contrast, with a range of 680 nm., the Model 147 SC provided horizon 
ro-horizon photo coverage of a 155 mile track from 1500 ft. altitude. 

In recovering drones, CH-53 helicopters snagge d the parachuting 
vehicles in mid air over the bay adjacent to Da Nang | | 

| | In either event, upon return of the drone to Bicn 

Hoa At*. SAC processed the photographic materials and readied the 
drone for its next mission. 

To elicit specific responses from enemy weapon systems, SAC often 
programmed the drones to fly within the lethal range of the enemy 
weapon systems. In such cases, other reconnaissance platforms were at 
hand to measure the enemy responses either for ECM R&D or for 
targeting the weaponry itself for U.S. strikes. 



TfPMjka.is - 
bi <K ; 3 

b. (5) -P.l. 


Strategic Air Command's OL-8, 9th Strategic Rffflnnai.v>afl« 
Wing staged the SR-71 reconnaissance aircraft | 
from Kadena Air Base, Okinawa. SAC flew approximately si* 
missions a month over Southeast Asia. 


ERB-47H Operations 

During 1965 and 1966 there * a! keen , ‘ 

knowledge as possible concerning the NV\ obo,n ‘"K „ much 
specialists particularly wanted to know abouthe f ECM 

signals, for tnrercept of the latter would lead „ tfe""* ind * u,djnc ' 
errher ro degrade the misstle beacon Sl g na | “nnrernseasures 

Icracking from the launch site or to^etnn ^ mS!l1 ' 

prematurely. SACs ERB—47H EL1NT rj,rf„ T'“' lc ' Mrh " d! 

nme for use an operanon to gam mtll^n"?' If™ * ** 

available at Yoke,a AH. japan. Retammg Yokora' "'Z" r T T 

SA-2 assoc,ated sienal s thc Gulf o'^'Tookm'!™''' '™ F ’ ha! ' ! °" 
car- „ k m a P ro * r -' m ailed 

U _ J OA\_ $ Krrnnnatr.a r _ 


I I CAr o 11 ,n 3 program ailed 

' Sr- 

Easting from October 1965 to January 19661-1 

mission was on 16 October 106*5 a u c ^e * irst 

desired i 7 1965 *" d first s “««sful intercept of the 

‘Hough .he dr“ sh^ fZ* HUNT "oueae'd 

^Sylr ^ - — - ——“ 

Operations 

M J rCh 1968t SAC tmpl0y ' d the Lx ^ d SR-71 long- 
nielligence program jn n Southeast As,an photo 

*orld-w,de SR-71 crl’ -1-^ dlM, n*uish,ng „ from the 

— I_[prograrn. With its permanent 

.u.i 6 ' ** VU frtTal. had been perform,,,,, EL,NT miss,on, „ „„ car . 

..I,,. IWm. RC-135 , replaced rhtl- i„R ° 

m"! 1 ” 7 in i aifgr.ni then talledr^- 3 -lenj ^ 

1 I,. I B n o m January !96g ta i, cc j 

1_I ° f ° th<r SAC RC ~ m programs which include COMINT see Ch. 
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THE SETTING 



KC-135 tanker aircraft refueling the SR-71 reconnaissance 
aircraft 

location at Beale AF3, California. SAC's 9th Strategic Reconnaissance 
Wing staged } - | missions out of Kadena AB. Okinawa, 

and during the period of the air war averaged about six missions a month. 

Flying at Mach 3 speed with an operational ceiling of over 80.000 
feet, the SR-“1 enjoyed relative immunity from NVN's air defense 
organization. At 1800 mph it transversed North Vietnam at its widest 
point of 210 miles (Haiphong to Dien Bien Phu) in slightly more than 8 
minutes. For protection, it also carried two ECM packages. 

While the primary missions of the SR-Tl remained high-altitude 
photography. at times the SR-7 l ~s also carried equipment for collecting 


dJzz* £ TcZz p r' a bv p: T nc Joh r n ,n March ‘ow >» 

which led to , a „,cT ‘ n th ' iS ‘ *'<■ «s -ne 

fniMinm k u , U pho, ° ‘ntellieence and HUNT rernn 
missions by the L S \' a .... - » c r reconnaissance 

Nrwrk \r Jnc Air Force first over Lane , n j 1 

North Vietnam. After <■ nL 04 later over 

1 r c - a . , “ er Premier Souvanna Phouma of I m 
U.S. overflights in -n .,1 vt . • , , Uos Jpprmcc 

A. \ d,-l. r - mio-Mav to cone with a thmr^n.j 

m , Pathet Lao capture of nnrrkn, 1 ‘ 1 . c vi ene< ^ c °mmunist 

n ;? HA-3B. P.<- 

and other aircraft , , 'v-, «r-8A. RF„ l (j l 

called YANKEE TEaS, "“•*"« Lao, , prol!ram 

CO Chen, by the UnIL sL 7 '""“‘S'nce psssco 

• , 7 united states. Rovai Laotian pilots flew ~ , 

against the communist elements. offenuve strikes 

hen not overflying :he critical northwest region of I i«k re 
concentrated on the \orrh v;-. r, e ot Laos. L S. pilots 

leading from North Viem tnamesc ‘"fr^ion routes in eastern Laos 
Vietnam. Afte the 1“ T* l ^ “ *«■ 

RF-8A in June 1964 °7 of a N «r YANKEE TEAM 

«*■ 

coo^t'eT'^TaL ZT” “* S ” PPlV ■*"» ■- 

October 1964 h. PP ^ Souvanna Phouna. the l S n 

the Laonan panhandle with U.S. lijhter escort. Short), rhe-eatte- l < 
p. «s on, of Da Nans few these m. s! ,ons on the.r own. Alter b«jmb,n”i 

_ ,”k de«r„"VTh Apnl ,%8 - phm "*"« 

priority e a ° t,a/1 rorn<lor commanded particularly men 

Thronsh the war years. PACFLT and PACAF unde- C!\C?A< 
Loordmation conduaed regular a ,rk,._, r-. 


- - and r AC. 

oordmation conduaed regular airborne photo 

I " Y[f N t rth V '"nam. Mans of the later nro„,.,„,. 


'In Mav of 1969. SR- - ', s »n SEA becan carrvmg electromagnetic packages whita 
permuted satisfactory ELINT collection but failed to provide satisfactory COMINT 
because of* the aircraft s bi.eh speed 


over \Iq„ 

| ■ ... | ( 
LOMINT 


COMBAT APPLE: 


IINT collection in combinatmn with ELINT. 


ere-included ugnifiunt 


e piactorms. see Chapter 4 . 
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THE SETTING 
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bands, particularly in Route Packages V VI 7 °, f fr "l u ''nrv 

gradation of the widely di^tsifiL s^al f^" „ Efe « 

f BBMIrei Iba, ,hr FB-*r,-. „„ T . , , " «■* ""«■ radar. 


strikes. Much of (heP --ECM support needed- during air 

EKA -™>- by feme Corns ^ “t 1 * - 

equipped withp ‘ r and EA-6A s. These were 





Other platforms su ch as PACAF’s EB-66, primarily intended for 
^^^^^^^^^^lndertook EL1NT collection and direction finding 




of the radar signals. Six EB-66C aircraft modified for ELINT deployed 
to SEA m April 1965, about the time SAM installations were first 
detected by U.S. photo analysts. 

The expansion of air defense facilities in North Vietnam created a 
highly complex electronic environment in which aircraft such as the 


' lUf SEIR E I UMHKA 


PACAF t win jet subsonic EB-66 DESTROYSfi u 7c 
provided r ' ^f^OYER with crew of four 

•mUNDuTTpuatsons over North VlrtnL^ “ ROLUNG 
ft ' h 's aircraft i n Southeast a„, ^ ^ j 
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CHAPTER n 

The North Vietnamese Air Defense System 


To counter the U.S. and VNAF Jlr Wlko , s ,,„ h vit[nam 
peration wit ommunist ma developed 2 formidable air defense 

organization. North Korea and the Soviet i i l, 

v ousict Lmon also cave tangible 

assistance ,n ,ts development and operat.on. Ui area of mterest .as 
broad -Ha,nan Island, much of the Gulf of Tonkin. all of North 
Vietnam, peripheral reg.ons in Communist China, and a part of Laos 
Three d.st.nct elements of the system were an eariv .arnmg and air 
surveillance network; an anua.rcraft organ,ration w„h automata 
weapons (AW). ant, a ,rcraft artillery (AAA,, and surface-to-air rwss,le 
umts; and a MIG interceptor force. Of the more than 110.000 North 
Vietnamese serving the system, about 90 percent were in AW and AAA 
units. In 1967-68. intelligence sources estimated that Nonh V,etnam 
had over 150 radar sites in its air surveillance network, 6.500 AAA 
weapons of 37 mm and larger caliber, 30 to 55 active SA-2 missile 
sites. 105 MlG-17 s. and 22 MIG-2 I s 

Operating directly under the General Staff of the People s Arms it 
Vietnam (PAVN), the Air Defense Headquarters at Hanot s Bac Ma: 
Airfield was the senior authority for North Vietnam's a,r defense 
operations. In this capacity, it coordinated the operations of the three 
components for maximum effect against U.S. aircraft and drones. The 
Air Defense Headquarters worked closely with the North Vietnamese 
Air Force Headquarters also at Bac Mai. and mans of the operations 
of the two headquarters were integrated. The Air Defense Control 
Center, heart of the system, had two sections: The Air Situation Center, 
and Air Weapons Control Staff. The Air Situation Center received and 
processed air defense data from the NVN and associated Chinese Com 
mumst air surveillance nerworks and issued advisories to components of 
the air defense system and the Air Weapons Control Staff. With repre¬ 
sentatives drawn from the NVN Air Force. SAM and AAA units 
employed as senior controllers for weapon systems, the Air Weapons 
Control Staff assessed the air situation advisories, or the data plotted 


lui' i .uurn 
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and displayed for them by members of the Air Situation Center, and then 
assigned targets to subordinate units (see illustration below). 

In controlling the air defense organization, the Air Defense 
Headquarters employed a variety of communications. It depended 
primarily on radio, but probably also used landlines when these were 
close to air defense installations. 


SMPlt REPRESENTATION Of INTi All DOWSE SYSTEM M OPERATOR 


I 



For its advisories, the Air Defense Headquarters used MF/HF voice 
and manual Morse. The advisories included both "friendly" (NVN) and 
"hostile" (U.S.-RVN) air defense data. For control of weapons systems, 
the Air Defe nse Headquarters aiso employed single-channel VHF voice 
and the VHF| 1 

— Systems in communicating with Ground Controlled 

Intercept Kill) sum at the MIG bases and with SAM and AAA units. 

| North Vietnam's air defense units primarily used the ) 

•Source med for the apUaadoo, as given here, is D1A s North Vittnmm Air Daftm* 
Command and Control, FTD-SW.06-4-691NT January 1969 (TSCW NOFORN) 



















e introduction of these systems, an NSA task croup 
including seniof NSA specialists Cater ino GarofaJo.| | 

■ I arK ^ others, helped by SCA technicians working at field 
sites in Vietnam, recovered these systems sufficient!v well for L’.S. 
intercept operators to have some advance knowledge of the frequencies 
»nd callsigns enemy communicators would use. The North Vietnamese 
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THt NORTH VIETNAMESE AIR DEFENSE SYS~ 


__ _ , I 

1AREX organization, notalily handwrin™ P"Xured by ASAj 

from ■" «-* courier in Lurf v'Zf bo * “ k « 

C ° mPtC ‘"o^ <>f—V «!%.' 

Tie N VN Air SurvnlUmc, Nrtwori 


^i y c zi d r^ -■ 

y NAF « ir «eft. These included inreIIijteSc7fir ,n * ^' nboUnd U S ,nd 

South Vier Mm , reports from vi, u ,I £££' Th>l, *"‘ l *"<* 

—(to m the Comm unis t_Chinese end it , o^t.r defe^*“ 



I *•*» - 

: th « taids by means 0 f cC,^ ^ U * r " n ia fint '-mu* of 
toot Off from cVA's in rh , r t “""’“■““ons. As U.S. aircraft 

I r^r-ts had 

» -*£ :?zar i: ^ = ::T ^ f ” 

iw xuoar of Soviet or CHlrniu • ■ 

surveillance system The Nvw ■ j * 7 '®'" the Rwichorse of the 
equipment si^nd ^ ■»-—> 150 

appeared in all maior «««„ ■ • * d . rc P 0rtIn « stations. Radar wet 

especially concentrated ^TrlJ'u'. d ' vl 51 ons “f North Vietnam but were 
screened^ rS* Ha ' ph ° n ? - H *"0, area. Filter centers 
contributing sites each r ™ non <™n the radar nations and 
reporting stations and P ™ c ” ,,n * thc da « of five to nine radar 

^"fiquiners by Doint m”'"® ** Kmncd '"formation to Air Defense 
y point-to-point and- after February 1968. by broadcast 

urn wan i i miT 
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communication!. Known locations of the filter centers were Son La in the 
norrhwest ami Vinh in the southern region. Tentative locations for other 
filter cenrerj were Thai Nguyen, 50 miles north of Hanoi; Haiphong; 
anti Nam Dmh, some 50 mites south of Hanoi. 

Primary early warning ratiars employed in the North Vietnamese air 
surveillance network were the Soviet-designed FLAT FACE. KNIFE 
REST-B, and BAR LOCK or BIG BAR which constituted over half the . 
approximate 200 radars detected by U.S. intelligence sources. Operated ' 
in low pulse rate frequency (PRF). these mobile radars spanned much 
of the frequency spectrum. KNIFE REST operated in the VHF range 
(81-91 MHz); FLAT FACE, in the L-band (700-900 MHz); 
and BAR LOCK/BIG BAR, the S-band (2690-3120 MHz). Technical 
evaluations of the KNIFE REST assigned it poor ratings for low-alotude 
coverage but good ratings for medium- and high-altitude target defini¬ 
tion. FLAT FACE and BAR LOCK, according to evaluations, offset 
KNIFE REST's deficiency at low altitudes. Their effective ranges 
for targets flying at 45,000 ft. varied from 120 to 250 urn. BAR LOCK 
or BIG BAR radars were in use at GC1 stations near MIG air bases. 

Dispersed along the coast line of NVN were a number of coastal radar 
surveillance stations operated by the NVN Navy primarily for earlv 
detection of hostile surface craft. The CROSS SLOT radars employed for 
coastal surveillance were alto effective against low-flying inbound 
aircrafts Of Chinese desigr j | 

| j uROSS SLOT operated in the S-band at low PRF. 

The northernmost of the North Vietnamese naval radar stations, those 
at Tra Ban, Cac Ba. Do Son Point, and Nga Son in the Haiphong area, 
routinely passed air surveillance data on low flying U.S. aircraft, 
approaching the North Vietnamese mainland to Naval Headquarters. 
Haiphong, by manual Morse and single channel voice (R-lOU 
transceiver. 28-36 MHz) communications. Although the precise means 
of communication is unknown/ the Naval Headquarters forwarded the 
air defense data, it may be presumed, to NVN's Bac Mai Air Defense 
Headquarters. 


the north VUTTWMESE AIR DEFENSE SYSTfv 



ir Defense headquarters.! 


‘See chart, p. 30. 
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radar of Chinese design which was effeaive out to 400 nm. CROSS 
LEGS was an early warning L-band radar used with height-finding 
radars for ground controlled intercept (GCI) of fighter aircraft. It had 
a range of 180-230 nm for targets at 45,000 it 


THF North V[£ T \ ames£ 


AIR DEFENSE SYSTEM 

C0 *'* USC AND CONTHru ... 



North Vietnam had two major ground organizations for active air 
defense. One employed the mobile Soviet SA-2 missiles and the other, 
conventional AAA. The two ground organizations operational!v 
complemented one another Since SAM s were effective primarily against 
high-altitude nonmaneuvering targets. U.5. aircraft normally flew at 
altitudes of 3.000 to 3.500 feet or below which reduced the SAM threat 
but put them within range of NVN AAA units.* NSA SIGINT scudies 
of U.S. aircraft losses attributable to SAM s during 1966-67 contributed 
to a continuing evaluation of SAM effectiveness at altitudes under 3.000 
ft. In some cases, AAA units assigned to defend SAM installations were 
under the command of. the SAM organization itself. 

Both SAM and AAA units were under the ultimate control of the Air 
Weapons Control Staff, but the degree of control diminished with th^ 
distance of the units from Hanoi. Units in the vicinity of Vinh in 
southern NVN. the DMZ. or the Laotian border had relative auronorm 
of action because there were few. if any. NVN aircraft in these areas, and 
the North Vietnamese could assume all observed aircraft to be hostile to 
them. 


*A 1969 North Vietnamese modification of its SAM related FAN SONG radars 
permit taster armtna of the missile after launch offset to some extent the ineffeujvene- 
of this air defense svstem against aircraft at low altitudes. 

TAP LTPIIL1 UHJllA" 


In the use of the Sovier-supp li e J S A , , , 

I iemamc S£j22«_Mtechn, ta i f*," " deftnse 'he North 
~anH othe. assist,-. § 


^ ^'anons during , hc shoo,down of a , s 
-rone near Hano.. This was rhe firs, sir ' a 
eenmetans ,n NVN. From l uiv , NT . tVld ' ncc of Sovi « SA-2 
involvement as viewed SIGINT ,-^ * !" d ° f *■*■« 
anticipation in SAM operation, i j than # c<1 h° m one of direct 
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SAM Sites in North Vietnam 


■:t; us:: 403 

i't; !3! -1'* .tig?. 7 9? 
i>; n: -p.t..' a$-ir. ■. 


i 


missiles from U.S. air attacks, the North Vietnamese air defense force! 
rotated the firing units among approximatciv 300 prepared sites. 

During an engagement, regiments assigned targets to their respecti't 
battalions, monitored air surveillance communications and die status o' 
their subordinate units, and gave permission to launc.n missiles or :.W> 
AAA. Battalion commanders, on the other hare, chose :ne merhec 
targe: tracking and guidance and the number nr missile; :o be Circa. 


SAM-Related Communications 


In-stucvin^rne^/HF^Hr^mgie^^rianne^^— 

transceivers;! 
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--- AIR DEFENSE SYSTEM 


•* Bn litCltiT UAIBRif 


NORTH VIETNAMESE SAM REGIMENT COMMUNICATIONS _ 

1 fend* flritiioiders. attmmstratrv*, tactical data via l I 

Maiual Hoist (administrative tiallic only), low VHF sin(Je charnel (R105 108.10S)iOper> 
lional data only), or wa landline. 

2 Sends search instructions including genet al azimuth-range data, aid requests for |ra*in|HH 

3 Seids fine gtid data, administrative traffic via same means as regimental headfluarters. ■0* 
tors ar sorveillance network tor warnings on Manual Morse (HF) commueications. 

4 Sards admrmstrative ant miscellaneous traffic including sear® instructions. 

5 Saids fine grid ztd oc range-azimutn data via RlXJ^nt^Haidline. 

g Hay said line grid aid'ot range-azhnulh data vra|^^_^^_j Also ney broadcast 
and/or range azimuth data to other tutlai Ions. 

MOTE: Rewoted battalion acwisilion tartar may serve several battalions. Existence of liM** 
lemoted radar site to regiuenlal he.’-dquarteis not eonlirmed. Traffic may be routed9°^ 
battalion headquarters rather than point to point. 


*See above, p. 28. 
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North Vietnam's AAA and SAM unit! employed at least three target 
tracking systems in their communications—one for expressing azimuth 
and range information; another for expressing relative directional 
information; and a third, the fine grid locator for indicating target 
locations within two-by-two kilometer squares. 

The first system, primarily for azimuth/range expressions, con¬ 
tained this format; 


a. Track number 

b. Azimuth 

c. Range in hundreds of kilometers 

d. Time 

e. Altitude in hundred) of meter) 

f. Number and type of aircraft 

The second, or directional tracking system, depended On numbers to 
designate the four primary and four secondary points of the compass 
In the example shown in p. 4i, a hypothetical message. "Nr 52 direc¬ 
tion 1 F-105 dist 20 alt 60 heading Nr. 12," reads "S.W. direction. 
I F-105, distance 20 ( in kilometers), altirude 60 (hundreds of 
merers), heading northwest.” 


THE NORTH VIETNAMESE AIR DEFENSE SYSTEM 
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To prevent accidental destruction of friendly aircraft, SAM 
employed the SCOREBOARD IFF system. Essentially similar to norrnd 
radar operations, the IFF system employed beacon signals which «** 
returned by properly keyed transponders on board most of Not* 
Vietnam's tactical fighter aircraft. 

SAM unit operations depended on two kinds of radar, one for taf0* 
acquisition and the orher for target tracking and miisile guidance. T* 
North Vietnamese normally used the Soviet SPOON REST A. a VW 
acquisition radar. It provided high-angle, ihi^h-altitude covert^ | 


DIRECTIONAL TRACKING SYSTBI 

Nun bets inside Ihe Clide »e used tar lepoitin, target toanng and beading 

f ° UI *!L U0 "“** miIc ' but "« ineffemve for targets below 
p, rF f< ” the North Vietnamese employed the FLAT 

radar (see page 32) for aquiution of low-altitude targets 
^mstnon radar such ns ,he SPOON REST and FLAT FACE serve to 
or acquire' rhe incoming aircraft at long range and den the 

kar fen” C iT tCr T W “ rg ' t ‘ r * Ctm * * nd Usance 

Wa follows the aircraft at do«r range, continuously determinmg its 
OJmpuL* 1 ^ SpWd a0d fctdlftg inforrnacion into «n electronic 

*ab g e and azimuth data ptoduced from SPOON REST tracking wero 
«ore the basts for prepositioning one nr more target ,nuking FAN 

<Wati„ L ** lb e * Cn,c ± «• *l*iS » 10.mile radius 

'^ raun R m low PRF model I 

FAN SONG .u able it umg Hit when it within a 

^ o1 a PP coxlm *tdy 70 run. When targets spproached to widtin 

tb) i 3) -50 1JSC -10': 
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20-30 nm or less , ihe operators custom arily switched the FAN SONG 
to its high PRF [ 

| beams, one 


■^ r ncT L'Imurt 


FAN SONG employed two S-band 
for azimuth and r ange, the other for elevation and range. An L-band 
| | high PRF signal transmitted through a six-foot dish 

antenna guided, armed and detonated the SA-2. The FAN SONG 
could track and guide as manv as three SA-2 missiles simultaneously 
at ranges within 32 nautical miles. A beacon transponder (frequency 
between | I on the missile responded to the FAN 

SONG in its tracking and guiding. The FAN SONG tracked, accord¬ 
ingly, both the missile and the incoming aircraft up to 80,000 ft. alti¬ 
tude and provided the necessary command information for the L-band 
control emissions. 

After engagement with the target, the SAM unit quickly turned off 
its radars to avoid a U.S. signal-seeking air-to-ground missile attack 
While the FAN SONG radars sometimes operated in a low PRF for 
firing purposes, SIG1NT analysts and Radar Homing and Warning 


T,I£ NORTH v,etnam «e .air defense system 

sa - ■»-“» - «* ™ .... 

AAA 

Command* acquired 'from^loc roun't ^ V ' C ' narT, ' S 

,-pon, ,J mm SZ?'. Cr DefeXS" of ant r'™ [ 

Its AAA units m all major NVN • Headquarters deplovco 
particular!, heavy concentration, a | *'°®J a!>h ' cal Elusions. with 
Haiphong corridor. al °"* "» ™ast and the Hano,- 

As did other air defense forr^s 4 a a 

»..... l szz 



JLH 1 U amx 











45 


44 SIGINT APPLICATIONS IN U.S. AIR OPERATIONS THE NORTH VIETNAMESE AIR DEFENSE SYSTEM 

AAA weapons, the units had the FIRE CAN radar and its forerunner, 
the WHIFF. Both emitted signals in the S-band. 

Communications between Air Defense Headquarters and AAA 
regiments probably went by landlines or via SAM unit communications. 

In inter-unit exchanges the AAA elements used low VHF communi- 1964 at least 200 of them returned to North Vietnam. In August 
cations, principally the R109. The low VHF messages related mostly 1964, just after the Gulf of Tonkin incidents, 36 Chinese MIG-15 

to tracking of hostile aircraft, types of aircraft being tracked, and FAGOT's and MIG-17 FRESCO'S were delivered to Phuc Yen Air- 

types of missions flown by the hostiles. Some of the AAA units shared A Additional airfields became operational as MiG bases in the 

communications facilities with the SAM battalions, and intercept of the ! following years (see map, p.46). 

common communications links showed a mixture of SAM- and AAA- After the introduction of these MIGs. North Vietnam's small air force 
related information. Intrasite communications between AAA and SAM trained until February 1965 with assistance from Chinese Communist 

elements consisted of landline telephone backed up by voice wireless advisors at Phuc Yen Airfield. In May 1965, after the apparent 

withdrawal of the Chinese advisors, additional and better equipped 
MIG-17's appeared at Phuc Yen Airfield along with a small number of 
Soviet instructor pilots. The Russian advisors participated in the daily 
flight routines and performed check-out missions in the newly arrived 
aircraft. Engagements with Allied aircraft, however, involved only North 
Vietnamese pilots; the Russians remained in the background. The 
number of Soviet advisors noted in SIGINT increased in 1966, and in 
the last three months of that year twenty Soviet advisors, some of whom 
were concerned with ground control operations, were at work in North 
Forces, North Vietnam (CFNVN) AAA units were augmented bv i Vietnam. 

CCAF AAA division in the Hanoi area, through which the Nanning- j During September 1965, there was evidence that the North 
Kunming rail line also passed, and a CCAF AAA unit in the Thai s Vietnamese were soon to receive new-generation fighters. Several months 
Nguyen area. At the end of 1967 CHICOM AAA units were in the later, a Soviet-piloted MIG-21 was operating out of Phuc Yen. North 

vicinity of Phu Tho and Kep in addition to the locations already noted. Vietnamese pilots eventually were active in these advanced MIGs, and on 

These units had separate VHF and low VHF radio communications for 6 February 1966 a North Vietnamese-piloted MIG-21 reacted to a high 

coordination and control and also used HF voice to transmit acquisition altitude U.S. reconnaissance aircraft operating over Laos and North 

radar data. W J Vietnam. 

North Korean pilots, first observed in North Vietnam in November 
North Vietnam’s Tactical Air Force 1966. also joined the growing communist air defense force. As shown in 

SIGINT. for a while North Korean pilots flew MlG-17's in training 
After 1959, evidence accumulated to show that the North Viet- *nd area familiarization exercises. As more of their countrymen arrived 

namese, with Chinese Communist help, were developing the nucleus in January 1967, the Korean pilots, flying primarily out of Kep and 

of a tactical air force, the mainstay of which would be fighter *»t- Kcasionallv from Phuc Yen on defensive patrols, were soon engaging 

craft. In 1961-62, the North Vietnamese actively participated in d* L'-S. aifCTa ft. in August of 1967, the North Koreans began flying 

air transportation of military cargo to communist elements fighbflj MlG-2l‘$ out of Phuc Yen and later from Kep. Four months after the 









V°rtb Vietnamese Bomber Aircraft. In addition to its MIG force, 
0rth Vietnam had a small light bomber group consisting of eight Soviet- 
■'uit IL-28 (BEAGLE) twin turbojet aircraft delivered from the 















SIC.INT APPLICATIONS IN L S AIR OPERATIONS ™ E NORTH VIETNAMESE AIR DEFENSE SYSTEM 49 

tactical aircraft to support NVN units in the intensified ground action 
then taking place in SVN. still wa nted maximum visibility of all NVN 
aircraft from S1Q JNT agencies. * | ^ 

W ‘" ,c ,ncrt ls considerable evidence of North Vietnamese use of 
transports in tactical training exercises in NVN, as in the case of 
the IL-28's, there was little actual tactical use of these aircraft 
& Major exceptions were a daylight bombing raid bv AN-2, in north¬ 
s' eastern Laos in January 1968 and a flight of five or six IL-M’s to 

Quang Tti Province. RVN, and the vicinity of A Shau. RVN, in 
February, probably to drop supplies to North Vietnamese troops The 
North Vietnamese also used tactically equipped AN-2/LI-2 aircraft in 
night missions against surface craft of the South Vietnamese operating off 
W :he Norrh v ‘«t>amcse coast from time to time. U S Navy aircraft 

occasionally engaged these North Vietnamese aircraft. 


MIG-21 FISHBED Fighter Aircraft of the Type Introduced into 
North Vietnam 


U.S.S.K. to Phuc Yen .Airfield in Mav. 196; 



ese medium range aircraft (1.000-rl. 100 nautical miles one way < 
550-600 nautical miles combat radius at'a cruise speed of 400 knots 
constituted rhe core of N orth Vietnam's oombe r.force. While the airtrar 
were based at Phuc Yen j | ships of the Seventh F^ 

on station off North and South Vietnam, as well as man voirheLS^ 
bases in South Vietnam and Thailand, were within ranee ! ! 


But in carlv 

oth 7th AF and PACAF. concerned over the possible introduction • 
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Ground Controlled Intercept (GC1) 

A senior GCI controller at Bac Mai Airfield assigned targets to 
subordinate controllers at GCI stations located in the vicinity of major 
MIG fields in North Vietnam, Using Hanoi as the center of a zonal 
defense .network, subordinate controllers, and in some cases the senior 
controller, issued .instructions to scramble MIG s when hostile aircraft 
came within 150 km and high altitude reconnaissance aircraft within ^1 
200 km of Hanoi. Using the Air Defe nse Headqua rters advisory ” 
broadcast, the senior controller tr ansmitted l I instructions «> 

scramble the MiG's and thereafter ! | data giving, the zone of 

the air threat. In addition to the broadcast facility, the senior controller 
_ communicated with subordinate GCI controllers | | 

JUse of the same frequency by all 


_ jG controllers 

ensured, of course, a full exchange of battle information. 

The senior controller also had the ability to monitor tactical air 
engagements and to direct operations from time to time. As viewed in 
SIGINT, he participated in the control of North Vietnamese Air Force 
(NVAF) fighters in almost all tactical encounters until July 1967. 
After that time, subordinate controllers, particularly the one at Vinh 
who was responsible for the southern area of NVN, assumed increas¬ 
ingly independent control. 

GCI controllers at the various MIG bases, including North Koreans at 
Phuc Yen, Gia Lam, and Kep, and Russians at Phuc Yen, used VHF 
voice communications to direcr the MiG’s to the threat area. In addition 
to navigational data, the controllers passed advisory information 
concerning rhe threat aircraft and other potential danger—for example, 
from their own active SAM/AAA zones U.S. interception and analysis 
of these communications normally revealed the nationality of rhe pilots^ 
identification of the airfield, and often the type of MIG. Intercept o! 
NVN's manual Morse broadcasts provided tracking dara on the MIG s 
and indicated their zone of tactical interest. 

To vector his MiG's successfully, the controller depended on his own 
ground-controlled intercept radars to track both the hostilcs and his 
MiG's. BAR LOCK or BIG BAR radars provided range and azimuth 
readings with range resolution to 1,200-1,250 feet and azimuth 
resolution to within 3-5 nautical miles at 250-300 nra. For height 

■ mn iinapT umbra — 


finding, he used ROCK CAKE. STONE CAKE or SIDE NET radars. 
Elevation resolution for these three radars at 50 nm distance was 9,500 
ft., 7,500 ft., and 5,000 ft, respectively. The controller was able to 



Plight traffic consist 
next day s transport 
military units. Messaj 
origin of flights, place 
some cases arrivals, dep 
Preflight information 
constituted one part o 
Headquarters at Bac 
channels to ground auc 
the curtailment of U.S. 
longer appeared in NV 
Flight service messa 
matters, weather, and 
ind the transfer of a 

ed of daily messages providing information on the 
nd tactical aircraft activity to air defense and 
e texts revealed numbers and types of aircraft, 
tame passover points, destinations, times, and in 


the advisory broadcasts from the Air Defense 
4ai. It also went over separate communications 
horities in NVN's several military regions. After 
bombing missions in 1968, preflight messages no 
V s air defense communications. 

5 CS dealt transport activity, air navigational 

specialized operations such as paradroo missions 
rcraft to and from China.l 1 


j Air operations mess 
^vpes of aircraft to be 
sports on U.S. aircra 
schedules, take offs an 
5 ‘t«, forewarning infc 
J aca on fighter. AN-2 

»ges conveyed strip alerts including numbers and 
on duty at various airfields for specified times; 
ft carriers in the Gulf of Tonkin; MIG flight 
d landings; status reports for airfields and GCI 
rmation on B—52 s * r ^ 2 j*£ather reports- and 

and IL-14 operations! S 
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CHAPTER III 


Between 1965 and 1969 North Vietnam perfected, therefore, its ai r 
defense organization to counter U.S. air strike and reconnaissance 
missions. It developed procedures for controlling and coordinating the 
three main components of that organization—the air surveillance 
network, the AAA/SAM units, and the MIG interceptor force—for 


Ground and Surface Collection 


Before August 1964. North Vtetnam', air defense system 

- — primitive. Ics limited inventory of AAA weapons was for th 

without radar control There »,r. „„ c a tor j most part. 

_ tre no SAM s aod no tactical air force 


so doing, it depended on a variety of radio communications in great 
volume, as noted in these pages, to exercise that control and coordination 
To carry out their mission, U.S. SIGINT agencies had first to collect 
these communications, then process them for intelligence, and finally 
package the intelligence in a form suitable for immediate use bv tactical 
commanders * 


‘There were two primarv sources for information contained in this chapter. The V* 
NS As North Vietnam Air Force and An Defense Organizations. 2 /O/VCK-E 
R6-69 (April 1969) and its updated version 2/O/VCK-E, 

1970 (Secret SPOKE), is a compendium of SIGINT issued bv the crvptoloeic 
relevant to rhe development of NVN's Air Force, its operations and tramins. 
munist blot involvement in NVN, communications, and the development oi 
air surveillance and SAM systems. I'he second. DIA's North Vietnam Air 
Command and Control, prepared by FTD. L'SAF. as FTD-SW« 06 -i-t> 9 *IN*T 
January 1969 (TSCW NOFORNi. discusses the NVN National Milit.at' 


In sampling North Vietnamese communications, U.S. airborne col¬ 
ectors and surface collection sites did not hear the VHF and UHF com 
nuntcattons in the volume to be expected tf North Vietnam had had in 
iperarinn a tactical a.r force and advanced weapons. SIGINT collectors 
° lh " hand - had no difficulty copying rhe medium and high fre-’ 

r: *' - ia,,vdv * 

tne enemy then possessed. AFSS and 
Asia, and to a lesser 
communications 


;erense elements which 
AAVSF.CGRU units in mainland Southeast 
•ttent in the Philippine Islands, heard most of these 
-ithout difficulty. 

■mand'd 64 ^, IG,NT planncrs for ' M »' however, the need for an 
panded collection program for Southeast Asian a,r.related 
ornmuntcartons. NSA had already outlined to the chiefs of the SCA j j 
« S ram including the expand,„g of coileetton facil.tie, at Da Nang from 

1 10 23 ,nKrc 'P' P° s ““™ *e use of Air Force s Airborne 
unun,cations Reconnatssance Program (ACRP) to collect VHF and 

^ents SIGINT ^ M °" ' h ' GM ° { 

' SIG,NT P lanners «P«CKd 'he appearance of VHF and UHF 

0 Ott^TcOM nvn! :/ th ' af ' r ' rma,h 0f P- Tonktn 

none aea-flCm Vietnam^ f “ ° n Comm “ n,s ' Wot ait defense support of 


Iw» 


nonships. Air Defense Command. Air Warning and Surveillame. Intercept* 


craft Control, and SAM/AAA and Mixed Weapon Control. Other source* “* 
FICPAC s Enemy Air and Surface Threat (July 1968). SCA unit hist one*, 
technical reports. SIGINT product, and operational messages. 


ji* 
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Adjustments in the Cryptologic Organization 


' :t,e Field 

-la. 


the cryptologic agencies treated North Vietnamese I I 

r «'.^TanT Cd COram “ n “- a " ons as problems for anal^T 

' and "P°™"« P>"pos«. In the field. USA-57 (6925th 
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Security Group)-* at Clark Air Base in the Phili 
rocessing intercept of N'VN’s air communications, 


communications were working _a 
naval communications analysts, 




North Vietnam m August ■ 1.964 

proposed that the processing of Norm Vietnamese air communic, 
be transferred from Clark A 


During the next few months, NSA,I Ind 
APSS discussed the various ramifications of the proposal. Although 
no one at the time could predict the degree to which the Chinese would 
become involved in the defense of North Vietnam, the conferences held 
in 1964 berween the North Vietnamese and mainland Chinese had 
suggested to cryptologic authorities that at least a close defensive alliance 
was in the making. A bilateral pattern such as previously witnessed in 
Korea had begun to unfold. In that case, CHICOM and Korean joint 
use of air communications facilities forced the cryptologic agencies to 
process the intercepted traffic at one location because separate processing 



As the North Vietnamese air defense capability has developed during IW 
have been examining with some concern the adequacy of our abiliti * 
accomplish authoritative SIGIN'T reporting in the field on the basis ofi^<* 
from joint DRV and CHICOM air defense activities The DRV air df it* 
capability appears to be developing as an extension of the CHICOM system ^ 
is supported by liaison links connecting Vietnamese with Chinese aif deft** 
authorities. Moreover, the geography of the situation reinforces the close '*■* 




* ntSft, ADP/004, 5Januarv Lv6? fTSCW) 

P -V-SC.TYRGN Msg :o L'SAFSS. OPR 2>~ 9-?s 5 . 

' 22 September 1 96 » iTSCWl 
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/If 55 Ground Collection 

Da Nang Air Base 

SIGINT planning in 1964 was in sharp contrast to the harsh realitv of 
maintaining the AFSS intercept operation at Da Nang Air Base which 
had begun in January 1962. The scarcity of intercept in the years 1962 
to 1964 made it difficult for AJFSS to justify the operation in rhe face of 
expanding U.S--VNAF air operations and the resultant demands bv 
tactical elements for space. Major General John Heatheringron.* 
Director of Intelligence of the 7th Air Force's predecessor organization at 
Tan Son Nhut, had become acquainted with the value of tactical 
COMINT in Korea and insisted that the unit remain operational io 
case an air war developed in Southeast Asia 

"Chief of rhe ID organization io JuSv 1%8 Alter that date Mt Will.am T 
held rhe position 

‘"Chief ol this organization to September 1: to Auiost > * 
Mr. Robert E. Drake; to November 1June i° G- • 
Lawrence D Terrv. to presenc. Dr Don C Jackson 


*** Also a former commander of AFSS. 


(b)(3J-P.L. 86 


Thailand ' r °" P c5tabl ‘“™ moment 4 (VSA^y/^vZn, 

^ ^ ^ “** “ d a dl ° 

Nanf Air Base and atop Monkey Mou72 T 7 7* “* ° a 

bast. With the manual Morse r, 6 mi, ' s north «« of the air 

■ defense, rivil and “ T* N Y N 

j — ■ a mil,rare air and na., ff ar,onat cu mmun.c, l i on! l~] 

U;ur manual Morse receivers imt at., -r—?s-d W ' lh ,hc addlUon of 

, ■»-. - ■ 

Cra *'- Patltcularly of atr defense, air force C ° V * 

communications. I„ early 1961. as reeuiar^lmh a,r nav, Sa«onal 
"°rth began, emphas,s shifted to Da Nan* i S ch ? ? ""“T ^ 
ground collection of enemy air and air aJ ^ P rma Pa | center for 
after. wirh interrupt,ons from », d f comm “"'Cations. There. 

-• «* Ganges brought on 

■.ollection mission against North Vietnamese! ? attUM f bas,c 
defense communications. f ir an d air 

■atXs.'a ^^tTuSA^'s^fcVTrr? , " anUal Mor * 

airercepting bo th HF and VHP ..a :.. 7. . " M ° nkt >' Mountain was 

t mtercey inn „f| --— tclf bbone tr ansmissions Excep t for 

t?colmu m ^ r r,; i v c ;;; , f ; 0 ,n ™ m * h ‘^“'"c^ iw 

*« frequently did, ol Nana ° e man " ai M °"' “ ™' «*• « 
Kcure teletype provide-) cc^ terce P I ^rators using a KW-26 

con Id contimc'°w tbe moumain *° 

Urj sfactorily. the Monkev Mr» procedure often worked 

'^consistently AFS1“°T «* heating HF 

* tnam sue at Da NaLtn O “ HF V ° ,C ' hearabdi ''' ■* at 

- .nte ept „g7e e l ' ** ^ ' ha > “ bad >*»« 

P ng Uiese communications. As a result of the tests. 
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5ft 



Aerial View. Operations Compound on Monkev Mountain 


the main sire took oyer ail HF. borh Morse and voice, and the moun¬ 
tain team retained the VHF targets. 

When North Vietnamese and Chinese Communist collaboration in air 
defense operations showed up in medium and high frequency Morse 
communications in September 1964. USA-32 began intercepting 
regularly this Communist Liaison Air Defense net, emphasizing me 
Hanoi (Bac Mai) terminal.* Intercept and direction findi ng identified 
the links between Hanoi and southern Chiral land oetweeti 

Hanoi and southwest China!_L__1 


;te discussion. Chapter II. p. ? j— >4 


« 



V,ew from To P of Operations Buildings, Monkey Mountain 






- r . v^.uuuiu at L/a \anz 

optmons variea on Da Nang versus Phu Ba. as intercept sue locations' 

L SM-s n « aS me *'"° n 0fthf Armv S ' cum ? ‘Otercept station. 

. M 308. some 60 miles north of Da Nang. In late 1964 when L, 
Gen. Gordon A. Blake, DIRNSA. v,sited Southeast Asia, several 
members o, his parry felt that Phu Ba, would provide a better interceot 
™ r n °"7 m 7" ™ Da •« the AFSS mission. Since ,h« 

f 7 a “ C ™ Pare ‘ hC rC!a ' ,V ' mCr,t! ° f the HF 

U j . Da . N . an * A,r Basc Wlth ,hat foot" Phu Ba,. AFSS conducted 

' atons MApTr" 5 ' 5 ° 'S* Mm ' HF ™ mm “"fo a 'ions a, both 

threc - v5s inrcrr ” r .« 
r nu oai wno copiedl I 

Morse and voice ur]w tor about & weeks while other AFSS onerators 

a ‘“ ; . h ' Da Nan * T «* -suits showed that the mo sues 

rom ' ,n hF "““"on- Collection of air-associated HF 

_ um< - allona continued, therefore hr.™ n, m.. 
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Intercept Room 2, Monkey Mountain Compound 



USA-32 helped tn shaping its own collection misston 6y iBUlll* 
traditional Patton Effect,vene» Reacts (POEREP) £ 

station review showed that a given assignment was unproductive, 
of the successful atrborne collect,on of VHF common,canons in 1» 
,t issued, for example, a POEREP with the ob,ect,ve of 
all but one of the VHF receivers on Monkev Mountain. NSA co 
in the proposal. 


•When the 6922nd Security Wing moved ,o CD.k AB on l July96V ^ ( 

of the 6925,h Securuy Group became Detachment 2 of the « • Jr , 

Oaober 1965. the deta-hmen, acquired ,he dengnar.on 6924th Serum * 
...hour change in us subordmanon the 6922nd Seems Wing. Through*, 
changes, the SIGINT designator USA-32 remained constant. 


PROCESSING CHANNELS (Prior to April 19(55) 



In the latter half of 1965, USA-32 expanded its collection of weather 
communications* and in thejame^erio^began^receiving inconsiderable 
volume North Vietnamese] ^otce communications 

which were being intercepted by Air Force and [Navy collection platforms 
over the Gulf of Tonkin. 

The additional collection compounded the processing task at Da Nang, 
and the unit had to devise means to cope with a mushrooming traffic 
volume. Since USA-32 had no weather analysts, Morse intercept 


Often referred to as Special Weather Intelligence f$Wll co obscure its COMINT 
ongir.. 
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operators processed the weather traffic for several months untii 
experiences weather analysts arrived. USA —)2 w as also unprepared for 
the i ncrea$e£^^^_^^^^^^__^^^^^_£ince_it^jT*i^on]v^hree_ 
transcribing positions! 

f” Jloaned equipment to the Da Nang 

unit in Oaober to provide temporarv relief unul the equipment probiem 
could be resolved. 

There was. however, a more persistent obstacle. The unit could solve 
its equipment problems, but transcription and translation of the 
voluminous Vietnamese plain language I kntgrrpnt 

constitu ted a formidable probiem. I 

' " ‘ "f qualmea transcncers anc 

translators for Vietnamese communications were not available ;n :ne 
cryptologic community. Of the 14 Vietnamese linguists assigned to me 

ANTENNA ORIENTATION 4T Da NANG 
(1967 1969^ 
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to work at Da N'an£jjiuil^the^spnivg of 1968 when|^^| replaced 
the squadron as th<| Joice processing center and thev were 

no longer needed 

In consonance with the cryptologic community resource expansion plan 
for Southeast Asia* and the continued importance of air arvd air defense 
communications, USA-32 expanded its collection program once again 
and in mid-December 1965 placed in operation 24 full-time intercept 
receivers . Colle ction then exceeded SOOJLaik hn<1 " n(rny+r*£* (DHOG 
on some j p ommunications targets- ! 1 26 NVN, two 

CHfCQM-NVN liaison, and one Laotian weather. 

In late January 1966. the SILVER DAWN AC RP intercepted for the 
first time NYN’s | I signals from a newiv 

aaivated SAM regiment near Hanoi. Early collection of this signal 
consisted of 20 reels a day for the processing group at Da Nang 
I l ollection did nor decrease However, as might have 

been expected, with the appearance o_I communications. 

and the shortage of linguists at the unit became even more acute. 


-i.ia tcrccr --Mnn 

GROUND AND SURFACE COLLECTION 

6*5 

noned building, fl ur on 11 Julv 1967 Da Nann A R “ ndl 

and a half hours following (he at[adl . and ™ 

mun,canons circuKrv was back ,n use shottiv ,hereafter, "e *ilon 

“•........ lh „J,z 



Operations Building at Da Nang 

•See In the Shadow of War pp. 133-134. for discussior.. 

**See Ch 2 above, p 2ft- 2 ~. 


Operations Building at Da Nang After Rocket Attack 
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North Vietnamese air-related communications, particularly fr°® 
service facilities, tt> provide timdy dp-offs of aircraft movemmo 
Vietnam to U.& air commanders, USA-52 soon acquired A* » 
mision once again. 


Uier icudu on Di N.ng Air But and vicinity by the Vietnem~ 
Conwiumm 1968 , pmieiilirly thn« during the TetOfienstve*. wet«, 

ch^W^.“* ‘ hU ' < ‘° Wn ** “““I* 0 P CT *°°" »f OSA-32 (see 

Effect of Rocket Attacks on USA-32's 
Intercej* Operation 
(1968) 

„ „ . ToW Tim..f 

Dv Ah,, Air B... Mi,™ Utl 


0« Nang AB 
3nm WNW of USA-32 
D« Ntsg AB 
Marble Mtn 
D» N«ng AB 
Di Nang AB 
4nm SW 
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Da NangAB 
Marble Mtn 
2nm SSW 
Marble Men 
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Da Nang AB 
6 nm SE 
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Da Nang AB 
Da Nang AB 
Marble Mtn 
4nm VNW 
2nm WNW 
4 tins WNW 
Da Nang AB 
3nm WNW 
3nm WNW 
Marble Mtn 


fcS!*"*** **** M the *** ammunition and bomb storage am in 
records showing loss of intercept in the second helf of 1968 were 

^tWdestroycd by *, 692Z Securiry 

destruction of drafted rarerieii« th e time of the disaster. 
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In mid-1968, with the scaling down of bombing missions over 
north, USA-32 had 25 manual Morse and six radio telephone recovers 
in operation at its main site and on Monkey Mountain, The mission then 
consisted of| . .... 

| }1 North Vietnamese target;, and one link Of the 
CTTK.OM-NVN Air Defense liaison net. Remaining much the same as it 
h ad been ip previou s years, the coverage included communications passed 
h j | North Vietnamese weather, air defense, military air, 

navigational air. AAA. arid tactical tighter organizations. 


ccr ° c t nynm 

GROUND AND SURFACE COLLECTION w 

cesignated USM-627J and later as USM-7. hosted the AFSS contingent 
at L'dorn. The AFSS unit (USA-3 7J at first, and USA-29 after 
November 1967J became operational at L'dorn in Mav 1965. By the end 
ot June the unit <vas ope rating rwo radiotelephone and five manual 
Morse positions under NS AI kduucal 


Thailand Operations 
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Collection search and development missions frequently fail, of 
course, to detea the suspected target communications and USA-29 
search missions for North Vietnamese VHF voice communications. 
CFNVN AAA communications in the VHF range, and others failed to 
produce positive results. 

There were, on the other hand, successful developmental missions. In 
assisting other Southeast Asian SIGINT units in locating CHICOM 

examplej 


nr min 


__| In the 


second half of 1967. it successfully developed HF voice communications 
for a number of CFNVN AAA acquisition radar facilities. 

In 1967 USA-29 shared in the collettion responsibility for North 
Vietnamese Air Force and air navigational communications. It also 
achieved its full growth in that year with respea to operational positions 
Eighteen manual Morse, one HF-VHF RT. and three HF RT receivers 
were in use. In 1968. a realignment of AFSS assets within the theater 
brought about a reduced mission for the Udorn unit. By 30 June 1968 
only 12 manual Morse and three RT positions were in operation. These 
reduaions were attributable primarily to newly imposed restrictions on 
tactical air operations ov y NVN and t he resultant reduction in trackine 
by the North Vietnamese ] j ur defense elements. 

In addition to the intercept of | | nVN communications 


bv USA-32 and USA-29, other AFSS units contributed to the collection 
mission. After the 6922nd Security Wing (USA-57) established 
headquarters at Clark AB in 
Nang detachments in the 
communications as the 6925th Security Group had done before it. From 
Clark. USA-57 collected selected North Vietnamese weather, civil nr- 
and air defense communications. In addition, it shared with LSA-3- 
coveraee responsibility for the NVN-CH1COM liaison net and ai>o 


ground and surface collection 

/} 

Naval Security Group Surface Colled,or 

Skiru -7 ■■■ - 

tach ship „as suitably fined to intercept the MF and HF ^ 

chin. Xir ,h ' North v " ,namKf A,r Ddt ™ 

With occasional exceptions, SUPRAD* a\a 

Vietnamete communications i„ the upper freouene n °' ^ NOfth 

were beyond line of sishr Th C ^ UenCy ran 8 es because they 

y » line ot sight. They concentrated instead nn rk. me , 
HF transmissions and were able to turn ,k.c d ’ h MF and 

The SUPRAD aboard the 7th . ’"'""P 1 ro ^Mmuge. 
concentrated, for example on rhr northern SAR destroyer 

motor patrol boats. Swatow” dasTTelsels °[* : comn ' mic *' i ™ of 
constituting the NVN Naw and and tK ^ er Sf ^ali craft 

*z ■■ 5 , «> 

passed by NVN I . , adar r ' ackin g messages 

£■“1 author,ry Jrdeuri/yiug„a teffiy”^ mTT*’ 

” 'he Gulf, the SUPRAD - d7thFlw, P outl “"s 


Secut.ty Wing (USA-57) established .0 interception of enemy radar”ttJliinfm PIRA ^ sh, P als0 "nphasized 
1965. it participated with its Udorn and D*^:idar j nte |ij ce (R ADlNT y g mesw S cs for comparison with U.S. 
he collection of North Vietnamese® SUPRAD 1 , ftn u„_ . , 

-»> a:. ^Z^T- d y rimnr ^ nsib ^ to 
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uded CFNVN communiCiOt»u| 
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MF/HF communications copied by the SUPRAD crews. After the 
establishment of direct COMINT traffic circuits between these stations 
and the Navy broadcast fatality at San Miguel, Philippines (USN-27L 
the SUPRAD's received the COMINT produced at the shore.based sues 
via San Miguel. 


(.ROUND ANDsiiRf.-Kt COLL;| 


~ trt ' UiUJHic 



•For rests made prior so August 196*1. set fir r tie Shaaow tl ’Var. po .*»' 
**On a seasonal basis and as a result of dearoriwgnetic phenomena -n 
laver of the atmospberrrbujsrogramjTvide possible some coi.ecruin *)• 
VHF signals ( benveenI far bevond normal inteiteor r - ,: 

.•fttivers were aiso in Bai. and at other looriur.s 
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1 CHAPTER IV 

Airborne Collection 
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As the North Vietnamese acquired sophisticated arms following the 
Gulf of Tonkin incidents, they began to use a variety of VHF and UHF 
communications systems which, for the most part, could be copied by 
U.S. ground or surface collectors only within line-of-sight distance 
(50 to 70 miles) of the transmitters. Accordingly, to intercept these VHF 
and UHF signals the United States placed its main reliance on airborne 
collection platforms which could intercept them from a distance of 200 to 
300 miles. Approximately 90 percent of the North Vietnamese air 
defense VHF and UHF communications intercepted was by airborne 
collection platforms. 

Both Navy and Air Force airborne platforms with S1G1NT missions 
had operated in Southeast Asia prior to the 1964 Gulf 

inddents. During the earlier period interest was primarily in| _I 

{ j )ut other 

collection targets in North Vietnam, Laos, and Cambodia also com¬ 
manded attention. Unlike missions flown in o cher areas, there were few 
VHF and UHF communica tions to i ntercept.! 


I the Air Force C-130 (QUEEN BEE 
UtL 1 A) airborne collection reconnaissance program (ACRP) registered, 
for example, only a 3.2 percent imercegt^^c^ctivenewjdunng^itsjul^ 
1964 missions in S outhcast^sia^ 


[ Airborne intercept platforms still provided the only reliable means ot 

1 aegHg T UMBRA 
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sustained collection of VHF, UHF, and other electromagnetic emissions 
organic to an enemy's air and air defense structure. 

The airborne collection program had its beginning in the early 1950 s 
when th e Air Force first employed airborne collection for dose support 
purposes j | 

In the ensuing years Air Force operational commands together with 

USAFSS not only developed a practicable basis for an airborne collection A f C C 

program but continuously improved the capability of the platforms® TF ^ 

involved. cover namc5 ’ a PP eann 8 fil 

. ....... , , March 1964. They wer< 

Other agencies soon became interested in this collection method. As a QUEEN BEE DELTA tl 
natural consequence, the Air Force airborne SIGINT program evolved , 9( ^ foI|owj jh(XX 
from a limited direct support function to one in support of broader cscort f 0f £ne ACRp whc 
national interests. In its new capacity, the ACRP platforms remained [n p^ruary 1967 the C 
under Air Force management while NSA provided collection guidance COMMANDO LANCE 
and technical support. During this period CNO and SAC also instituted number of C 1 

airborne SIGINT collection programs in direct support roles. . , , 

r ° r ‘ increased wirh the rrmm 


Air Fong Platforms 

In 1958, Headquarters, USAF approved t he initial allocation of 
C-l 30A aircraft to AFSS to replace the RB-50 j ~~1 


The C-l30 Program in Southeast Asia 


Air Force C-l30 ACR P s operated in Southeast Asia under various 
cover names, appearing first ) | as QUEEN BEE CHARLIE in 

March 1964. They were permanently assigned during July 1964 as 
QUEEN BEE DELTA, then changed to SILVER DAWN in the fall of 
1965 following the shoot-down and capture of an American pilot flying 
escort for cne ACRP when he inadvertently strayed over Hainan Island. 

In February 1967 the C-I30’s were again redesignated, this time to 
COMMANDO LANCE. 

The number of C-130's shuttling to and from Southeast Asia 
increased with the tempo of the air war. In November 1964 Lt. Gen. 
Gordon A. Blake, Director of NSA, outlined to the Secretary of Defense 
the ACRP requirements established following a joint NSA/DIA airborne 
SIGINT coileaion resources study. Included were requirements for more 
ACRP missions and a new orbit in the Gulf of Tonkin— a minimum of 
l^_six4iour missions each month over both the Gulf | | 

I totaling 156 hours on the two orbits. 

'"'After me onset of ROLLING THUNDER in March of 1965, 7th 
Air Force also asked for more ACRP coverage. With JCS authorization, 
the Air Force assigned two additional C-130's to operations in Southeast 
Asia in the fall of 1965, bringing the total number of C— 13Q s in 
1 Southea st Asia at any one time to four. Since the aircraft rotated f"" | 
I_ Jon a biweekly basis for servicing, several additional aircraft were 
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necessary in the program to keep the four C-130’s operational 
Southeast Asia at any give n time. 

Orbits *nd Sugmv. I 




as USA-*)2 at Da Nang, 
er aircraft at Phuc Yen in 
and the appearance of sophisticated air defense weaponry tn 
the months to follow created an operational requirement for initial 
processing of ACRP and ground sjte intercept at USA-32. 

NSA and Security Service officials considered two possible options: 
move the entire projec t "| t0 Da Nang to give the platform’s 

COMINT crew direct access to the USA-32 operations complex foe 
processing the mission take; or develop a drop-off procedure at Da Nans 
to permit immediate processing and reporting by QUEEN BEE DELTA 
COMINT operators and USA-32 analysts working together. CINCPAC 
ruled out the first option because of crowded conditions it Da 
Nang—tack of handstand space, maintenance facilities, billeting and 
logistics. Security Service had to accept for some time the less desirable 
alternative notwithstanding the possibility that crowded a»f traffic 
patterns or indement weather might prevent landings at Da Nang Air 
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The four ACRP aircraft then raged from Da Nang until a rocket attack 
in mid-July 1967 forced their relocation to C»m Ranh Bay to the south 
of Da Nang. 

Orbits in tin Gulf of Totdum Adding to the many arguments for 
hung the ACRP aircraft at Da Nang was the growing pressure from 
1964 on to By missions northward into the Gulf of Tonkin to areas 
abeam of the Hanoi-Haiphong complea. The C-lJO's had flown orbits 
over the Gulf nceth of the 17th parallel on flights to and from SEA to Q 
obtain S1GINT related to SAC drone and U-2 missions and Navy and 
Air Force ELINT operations. But the requirement was for routes 
reaching 180 miles farther north to assure collection of VHP and UHE 
air defense signals. Both PACSCTYRGN and the 6925th Security 
Group as dark AB, however, viewed the suggested new orbit in the Gulf 
with reservations The Region felt that the proposed flight path con¬ 
stituted an attack heading which violated CINCPAC directives and 
blind spots in the platform's ansenna system might preclude its detection 
of a reacting enemy aircraft entering the ACRP s orbit. 

The 6925th Security Group was particularly reluctant id accrja the 
new orbit. Each change of flight routes seemed to place the platform 
closer to the target. Group officials believed that, if this trend continued, 
it might result in the loss or damage to the platforms and the kns of 
crews. They were equally apprehensive abtait the build-up of AAA 
defenses in the Gulf peripheral areas and die distinct possibility that 
SAM's soon would appear in the North Vietnamese arsenal. 

Despite these considerations, the Region pointed out to the Group that 
each orbit in the theater had the approval of the theater commander, the 
Joint Chiefs and the Joint Reconnaissance Center in Washington ■ 
only after an exhaustive evaluation of all factors, political and military, J 
bearing on the mfety of the aircraft. In every situation, the importance of M 
the potential intelligence had to outweigh the risks. In any event, SAC 
and Navy bad flown ELINT missions in the Golf of Tonkin for taao 
time without difficulty. On 20 September 1965, CINCPAC aurhtasied 
PACAF to begin C-130B SIGINT collection operations over the gulf 
Several days later the Joint Chiefs of Staff authorized a figluer CAP 
all COMINT and ELINT platforms over the Gulf of Tonkin, and 
ACRP platforms began their collection missions over the Gulf. JCSti* 
established during late 1965 and in the summer of 1966 routes on wtnen 



REPRESENTATIVE U.S.A.F. C-130 AIRBORNE COMMUNICATIONS 
RECONNAISSANCE ORBITS (1965 - 1968) 
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REPRESENTATIVE U.S.A.F. C-130 ACRP ORBITS — 1965 1968 


the ACRP could operate without escort, one serving as an alternate to the 









m r. 


NSA/DIA review of airborne SIGINT ^ 
collection, meanwhile, had firmly established the need for a dditional ^ 
ACRP aircraft in S EA and had led to the programming of six | I 
aircraft with SAC flight crews and ELI NT 
specialists and AFSS COMINT operators. A conference at Headquarter* 
USAFSS resulted in decisions to replace the SILVER DAWN C-130B s 
with RC-135M’s and to create a new squa dron under PACSCTYRGN * 
6922nd Security Wing to fly the missions. j ~~~ | 

•CINCPAC msg, 142330Z Feb 66 (TS COMINT Channels Onlv). 
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U. S. A. F. K - 135 COMBAT APPU PNMIY TRACK - 1961 



Nona* mnwit Dcmli on ti* juatir OK* F.tf-Mt 

IIOMOU, .« (tie W"C(«I Irflltl £#*•; 


assigned the name ( 
for SEA. 


Iln March 1967 USAF 
1-135 program planned 



b n Tonkin 

Gulf minion!. SAC crews normally consisted of an aircraft commander, 
pilot, two navigators and two electronic warfare officers (EWO'i). The 
aircraft commander controlled the aircraft while the Security Service 
airborne mission supervisor (AMS) controlled the SIGINT crew in io 
technical operations. The AMS could also hold the aircraft on any 
desired portion of an orbit in the furtherance of his mission if no 
mechanical problems or external thread caused the minion to be aborted. 


In phasing down the C-130 program in the last half of 1967J I 

_ |returned two of the aircraft ! T 

| petoce the en d ot the year. J wo aircraft remained at Cam Ranh 

'bay. Meanwhile, th j j fle w C-130 fti/lht mis sions over 

the Gulf, leaving the day orbi ts to the j _| RC-135's. 

Throughout 1968, [ j continued to fly rise C-130* on six-to 

seven-hour rnMMANun i ANCF. nirhr missions from Cam Ranh 
Bay. On >1Dece mber 19671 |flew its last reg ular mission tn 

Southeast Asia. I "[ then accepted 

responsibility for the SE A ACRP (COM BAT APPLE/COMMANDO 
LANCE) the next day. I { continued, however, to provide 

maintenance technicians for the C-130's. 

Although the RC-t35‘s COMINT and communications equipment 
_ was essentially the same as that carried by the C-DOB's, the RC-135 
wD proved superior to the C-130B on ocher grounds. It was able to remain 
on orbit 12 and a half hours in contrast to the six- to nine-hour mission! 
of the C-130B. It! 200 mph greater cruising speed (500 mph) wai a 
significant safety factor. The RC-135's greater cruising altitude 
(30-45,000 ft.) also enhanced the platform's int ercept capability within 
its VHF/UHF range j ~\ Since it carried SAC 

ELINT equipment (see illustration, p. 98), analysts were able to take 
advantage of the special opportunity for deriving intelligence when 
COMINT and ELINT are collected simultaneously. 

(t; (i) 


USAF 
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USAF SC- “COMSAT APfLE" ACRfJ 



«b) (1) 

TOP SECWiT UMBRA - OGA 


< 


As the COMBAT APPLE program developed, missions averaged 18 
and a half hours from take-off to landing. Including all necessary pre¬ 
mission and post-mission briefings and debriefings, its crews devoted an 
average of 29 and a half hours to each mission. 

Results achieved during 1968 were representative of the RC-135 
collection. In that period, COMBAT APPLE produced 29,000 hours of 
intercept, more than two thirds of which was voice and the remainder 
auiiMl M«K llri WVK v< ¥* collection included nenrded 

|/HF tactical com munications, 

ind low VHP (R1XX) 5IBE Alter prtUrai nary processings I""** 1 j 

sent the transcripts to NSA and other co ncerned Pac ific SIGINT units. 

As in the case of the C-130 s, NSA | 1 tasked the RC-I35's 

with intercept missions. To mention a few typical assig nm e n ts, on 11 
January I96ff”^”^Je«ived tasking on Rusrian shipping in the 
vieiniry of Haiphonp Anv nmc U.S. st rike aircraft wp e operating in the 
Haiphong area, the ACRP w tstojpvel I fR ussian Shippin g) 

top priority. On 19 Jamlary j | aanil_. 1 «> 

intercept for 30 days communications on frequency ] ) on which 

were appearing call words "CHUNG-DAO” and "CHUNG-TO" 
related to air movements within North Vietnam. On 11 March the 
ACRP was to giv e North Korean (KORCOM) communications in the 
| | range special emphasis when KORCOM MiG's were 

active on tactical facilities. These low VHF communications at the time 


were revealing die possible expansion of North Korean tracking of 
ingressing U.S. strike aircraft. Tasking such as this updated the ACRP 
mission and led to specific responses to requirements for current 
intelligence. < 

m The proximity of] jand the mixture of 

Wi EL1NT and COMJN 1 positions <Wi board LUMBA1 APPLE aircraft 
facilitated inttrmcuon, or the correlation of COMINT and EUNT. 

COMINT 1 

operators were ready tor interaction tasks as tnc LWU S came on watch. 
When COMINT revealed GCI activity directed against U.S. strike 
aircraft, the AMS tipped off the EWO who searched for AAI (Airborne 
Aid to Intercept) and IFF signals. When COMINT reflected SAM 
activity, the AMS tipped off the EWO who searched for acquisition and 
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Collection Position Aboard COMBAT APPLE (AMS Position 
Looking Forward) 


guidance radar signals. In the mutual exchange, the EWO advised the 
AMS when he intercepted signals associated with MIG fighter aircraft. 
1 he AMS then ensured that enemy tactical control frequencies were 
under surveillance for voice transmissions associated with the air activity. 
Likewise, when the EWO located an active SAM-associated radar, he 
tipped off the AMS who attempted t o intercept the associated command 
and control voice tiimmanlranim I 


The l April 1968 restrictiorw>F^i^)perauon^bove the 20th parallel 
and ordnance delivery above the 19th parallel initially brought SAC 
Reconnaissance Center (SACRECONCEN) and 7th Air Force 
constraints on operation of the RC-135 which had been flying as far 
north as 20 degrees 30 minutes north. SAC first restricted the RC-I5- 
from areas within 12 nautical miles of lie Bac Long VI (20-08N 10'- 
43E) and then stipulated that COMBAT APPLE fly only on its fallback 
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< 
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orbit. Seventh Air Force restricted the RC-135 to the area below 19 
degrees 30 minutes north. JCS then relaxed the restrictions and per¬ 
mitted COMBAT APPLE to fly its normal orbit with the northernmost 
leg adjusted to the 20th parallel. 

The bombing restrictions also brought a major change in the collection 
priorities of the ACRP. With scaled down U.S. air strikes, the enemy had 
the opportunity to move men and supplies more readily to the south. NSA 
Director Lt. General Marshall S. Carter notified Security Service, 
therefore, that the ACRP would -emphasize collection of the 
communications of NVN’s General Directorate Rear Services (GDRS), 
the organization responsible for moving men and supplies over the long 
infiltration routes. When President Johnson ordered a bombing halt on 1 
November 1968 restricting the U.S. to unarmed reconnaissance and 
search and rescue operations, GDRS became the primary concern of the 
airborne platforms. 


Among the various airborne collection programs employed in 
Southeast Asia between 1967 and 1969 were two that, owing to the 
special nature of their mission, stood apart from the others. The first to 
arrive in the theater in August 1967 was the SAC f" "[ ircraft- 

This was an EC—12IK specially designed to function as an airborne 
extension of the 7th Air Force Tactical Air Control Center, Northern 
Sector (TACC-NS), on Monkey Mountain. Its primary purpose was to 
exercise control of and provide a MIG warning source for ROLLING 
THUNDER aircraft over enemy territory. Its limited COMINT mission 

tliic 

I E quipment consisted of communications intercept, 

recording, and electronic signal sensor and display devices, including the 
U.S. Naw.developed BRIGAND* (see p. 108 below; which was 
intended to operate in a primarily passive role. The BRIGAND position 
afforded the tactical controller a passive means of maintaining a constant 
watch over the relative positions of strike or reconnaissance aircraft and 
anv enemy aircraft that were also being tracked by the victim radar. The 
inclusion of a tactical air coordinator position and displav facilities 
*Bi-static Radar Intelligence Generation and Analysis Development. 
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provided! (nth the desired ucrical control capabllit'.' ^rhe 

AFSS site at Da Nang provided technical support to the RIV- i TOP 

ITanb 7 th Air Force tested !' > I-**- 

August and December 1967. and svhde this platform was succKStu. .n 
many respects, espec.all, as a source of MIG warmn^itfell shortor.ne 
mark in others. One shortcoming was that, since the BRIGAND >' 
operated onlv against circular scan radars, the emissions ot me vertical, 
horizontal scan FAN SONG radar, the heart of the North Vietnamese 
SA-2 guidance system, were not susceptible to its exploitation. • _ 
“ ■ _/ct ci Ud .lv. weimarv ODieCUVe 0 1 


ce system. '“"T- 

I-lemitter locator system 1ELS) had the primary obiective ot 

iwamijj JAW sites, but during the test period, althou an numerous - ■ 
associated FAN SONG radar signals were detected.!., - P 


associaicu rruyi jvruvj ---5- - A , "T"" " ra 

able to plot only a small fraction of them successtuilv Hardwar 
computer software failures plagued the system. Despite ns prooiems. 
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TAC Coordinator s P lotting Board With AFSS Positions in 
Background Aboard the ) 121K .Aircraft 


( thought very highly ofj JeLINT 

collection 

By December 1967 both PACAF and 7th Air Force officials 
concluded that, although the platform met manv of its objectives, being 
particularly well suited toils anti-MIG role, it had not performed as well 
as »t should have in Southeast Asia. During a briefing of General John D. 
Ryan, CINCPACAF. Maj. Gen. Albert W. Schinz. Cnmmandpr nf r h* 
Tactical Air Warning Center, recommended that| |be 

returned to the United States for refitting and return to Indochina. He 
uid not recommend a follow-on program, but in view of its success as a 
MIG warning source, suggested that the program be retained until an 
dternace airborne platform could carrv on its MIG detection and 
earning activity. General Ryan agreed. M eanwhile, the Air Force Chief 
of Staff had extended theL^^_^__Jrogram in Southeast Asia with 
(he stipulation that P4f AF and irh Air Force release the aircraft as soon 
a $ another platform J some other equivalent, could be 

oiade readv. 
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As a result of the projected ph ase-out off 
recommended modification of thej 


"j General Rvan 


platforms to achieve 
litv. Employing Air 


a comparable interception and threat wa rning cai 
. ITffcnac Command EC-121D/K aircraft ! _ 

| [ was a program for extending the range of U.S. racar 

surveillance through use of airborne radars and for relaving raoio 
communications of the Air Force tactical controllers on Monkev 
Mountain. 

Air Force technicians modified rti 
permit use of quick -disconnect SIG1NT components (called l 
| | which could be moved from aircraft to aircraft. Thu ensurec 

three positions on station at all times. Two aews of four linguists ea».n 
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The EC -121 


[Aircraft 


from the 
commu oita uiffU l 


Jhandled all intercept and related 

tnisa on to stage fron j | 
. - , V. ™—‘* 1 _ j nissions placed it in the 

ttji rvjT^cn^ ami dUnng ^ morning and afternoon ROLUNG 
THUNDER nuuions. Between these times the aircraft landed at Da 
Nang for refueling. Oyer-all mission time was 14 hours. 


The fir* 

w « May lybB. NoimallJ" 

desired nrhir aram L “I 


Navy PUtform]^ 

Opwawd by Fleet Air Reconnaissance SaiaJm. n„i 


Big in September 1963, [ 


, - lad 

Jon aperiodic missions in 


. I durin S thc fine QUEEN BEE CHARLIE 

uperamnu in that area, but n*ithe rj~~~~ - - 


undertook a fuU-time mission in Sout lhU A», u nti l i cwts T* 

that nme, C1NCPAC directed that two fue-hourl 
be performed daily in the Gulf of Tonkin to prov i de W met,cal 


"*1' i ii i nn niiniii'L 
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iron ape* - \%i 


1 he oy-iAth Security Squadron provided operating space snd ground 
^£gon_in_it!compoundsi DsNang for rapid processing andreportingof 
» [ COMINT uke. The Squadron also provided pre-mission 

h unenngs ror ns own ACRP and the ) ( crew. These centered 

on a day-by-day updating of the technical information on target 
communications. Of particular importance were die initial indications of 
new communications activity. 

While at Da Nang the Navy crews flew daily missions, processing 
'heir material after they landed. They usually remained at Da Nang for a 
mnimum of 30 days, then rotated to the Philippines for two weeks 
during which COMINT and EL1NT operator, served „ innrwrors for 
replacement personnel scheduled to join the program. 
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SIGINT APPLICATIONS IN B.S. AIR OPERATIONS 


AIRBORNE COLLECTION 
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•Unlike «ti*/ airborne colWtiorr flatforml Iwai no. the rejult of a formal mictni retearch. 

kevelopmem. test and evaluation program | | successful configuration resulted, instead, from 

the resourcefulness of naval technicians working m the field. Configuration of the assigned EC-12Us. 
therefore, varied slightly from plane to plane. In November l‘W Navy technicians installed additional 
COMINT positions io increase VHF/UHF collection 


MANAGEMENT COMPLEXITY 
Duplicative Intercept 


The [arogram suffered a temporary set-back in mid-July 

1.^67 when, during a rocket attack on Da Nang Air Base, two of the 
EC-121 M's were hit. One which sustained light damage was repaired at 
Da Na ng and continued in operation . The squadron returned the second 
aircra f d I fa extensive repairs. Meanw hile, ro 

sustain the! _loro gram at an adequate level, I I used a 


Airborne collection required extensive cooperation on the part of 
numerous agencies. Air Force commands such as ADC, PACAF, SAC, 
and TAC provided airframes, flight crews, electronic warfare officers, 
and ground maintenance of airframe-associated equipment. AFSS 
provided operators and technicians to man and maintain the COMINT 
* equipment on board. DlRNSA exercised operational control over the 
airborne COMfNT colle ction programs of USAp. NSA and ) | 

I 1 ^ indicated previously, tasked the Air Force 

platforms with intercept missions. Conversely, CINCPACFLT exercised 

a al control of Navy airborne collection platforms. PACFLT’s 
perated and maintained the aircraft while NAVSECGRU 
personnel manned the COMINT equipment. 

Essentially, the difference between the two airborne collection systems 
was that the principal Air Force platforms and ground units operated 
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112 SIGINT APPLICATIONS IN U S A]R OPERATIONS 

under national controls—NSA, D1 a | j and AFSS—and responded 
to the national intelligence tasking system. By contrast, the Navy 
platforms and detachments afloat operated in direct support of 7th Fleet 
and responded to Navy requirements for tactical intelligence. The 
distinction was. however, not always hard and fast. Navy platforms 
supported all U.S. aircraft over North Vietnam just as the Air Force 
platforms provided direct support to both TF-77 and Air Force 
commands. The split tasking did result in duplicated interception of line- 
of-s»gfu transmissions and a subsequent compounding of processing 
problems at USA-32, the center for much of the inicial processing of 
NVN air and air defense co mmunications . After the initiation of 
COMBAT APPLE processing a^ lAF^ soughtandrecejved 

NSA approval for USA-32 to forward Itapesj |as 

one step to avoid duplicate processing. Although there were 
disagreements on this subject, similar tasking of the various collection 
programs was necessary because of the immediate applications of the 
derived SIGINT in Navy and Air Force operations. 

Platform Control 

National control over the Air Force colle^ion program did not go 
unchallenged. In the spring of 1965, Maj. Gen. Joseph H. Moore. 
Commander, 7th Air Force, asked without success for frag order 
authority for the QUEEN BEE DELTA C-130 collection program. 
Direct support with emphasis on fast delivery of warning information ro 
^Ai^JforceantihJavy tactical elements was a major concern; ) 

| | SIG1NT was the wellspring of that warning service. 

Placing the ACRP in a direct support category, 7th Air Force reasoned, 
would lead more quickly to that objective. Had General Moore s request 
been approved by PACAF and other authorities, (he ACRP in SEA 
would have become operationally subordinate to his command 

While 7th Air Force was to contest the basic control arrangements at a 
later time during the development of specific SIGINT warning programs, 
it failed to gain direct control over the ACRP. Despite the issue ot 
control, the national mission of the ACRP included specific support to 
7th Air Force. The 6922nd SW Operations Order 100-65 set forth in 
unequivocal terms the need "to satisfy requirements ot the 


AIRBORNE COLLECTION 

Commander, Second Air Division /Seventh Air Force/, by providing 
timely warning of Communist air actions confirmed or suspected to be 
directed against airborne U S-/Allied aircraft or against installations in 
the RVN or Thailand which accommodate U.S. and/or Allied forces." 

Combat Air Patrol (CAP) 

The JCS and CINCPAC requirement for fighter CAP on all close-in 
SEA missions constituted a major management problem in the operation 
of the ACRP, not only for the SIGI NT operators but also for the 

command* which provided fighm 

1 7th Air Force was providing 
fighter CAP in the Gulf of Tonkin for the C-130 platforms and for the 
7th Air Force's BIG EYE. a low altitude radar surveillance and tactical 
control EC-121 aircraft. Seventh Air Force allocated eighr fighters and 
five supporting tanker aircraft to CAP in the Gulf.| | 

Interruption ot the intercept program because ot Irequent loss ol^ 
fighter CLAP was a serious problem for AFSS. Platforms frequently had 
to hold below the 19th parallel in the Gulf until fighters arrived. In 
December 1966 when 7th Air Force was providing only two F-104’s for 
fighter cover instead of the usual four, ACRP aircraft had to remain 
below 19 degrees north latitude each time the fighters refueled.) 

] [f tighter escorts were lost during operations onj |orbit, 

CJNCPACL required the C-130 s to return to base rather than fly on 
alternate and safer orbits. Important intercept and operational continuity 
( were at stake. Following a discussion of this subject between NSAs Mr. 
Benson K. Buffham and Brig. Gen. Rockley Triantafellu at PACAF in 
late 1966. NSAPAC documented these losses for PACAF. 

There were, however, steps which brought partial relief. In August 
1966. the JCS approved unescorted missions on the Tonkin route during 
hours of darkness and in September authorized an alternative Tonkin 
route on which the ACRP's could fly without escort (see chan. p. 92). In 


‘See above, p. 92. 
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April 1967 the ICS authorized the ACRP to stay on the northern leg flf, 
its Tonkin orbit [ | 

while escorting lighter aircralt were refueling. 11 U.S. aircraft aborted or 
required more than 30 minutes for refueling, or if intelligence showed 
unidentified aircraft on a heading toward the ACRP. the C-l 30’i had to 
move to the alternate route. In July 1967, Navy F-4D's replaced the 
USAF F-104's as fighter CAP in Gulf of Tonkin. Thereafter, because 
refueling of the F-4D’s on board the carriers normally took more than 
30 minutes, the ACRP's were spending a large part of their time on the 
alternate orbit. 

Use of the alternate routes degraded the a bility of the AC RP to do its 
job. The airborne operators could hear NVN | j eomimunka- 

tions on the northern segments of the Tonkin orbit but failed to hear 
them satisfactorily on the southern segments and on the alternate 
routes. On 15 February 1967 strike aircraft reported "SAM's every¬ 
where," but because there was no CA P the ACRP was not in position to 
hear reflections of the SAM activity| 


Fighter CA P was to remain a major problem for some time. In the last 
half of 1967. 1 I *“* 

Navy for Gulf of Tonkin orbits. Fires on board the USS Forrestal and 
USS Oriskany further reduced CAP rime and correspondingly impaired 
ACRP productivity, the major part of each mission being spent on f»U 
bade orbits. 

Despite the many operational and technical problems encountered. 
U.S. SIGINT agencies succeeded in intercepting the enemy’s air and air 


Mission Take-off and Landing (Z) Intercept and Remarks 

8F027 29/1910 to 30/1400 Altitude: 35M 

Takeoff delayed 25 mini due to minor main¬ 
tenance problems. 

Morse: MI - 12.5 hrs 

Low VHF R/T: W R108 - 2.5 hrs 
V R108 - 0.1 hn 
VR105 -0.5 hrs 
R R108 - 0.2 hrs 

VHF R/T- W - 2.3 hrs 
K - 0.7 hrs 
V - 4.9 hrs 


In-flight deviations to planned flight route: 
Lost fighter cover at 2244Z and proceeded to 
point Golf Dog Regained fighter cover at 
2348Z and proceeded to point Golf Bravo. 
Lost fighter cover at 0206Z. proceeded from 
Golf Charlie to Golf Dog Regained fighter 
cover at 0409Z, proceeded from point Golf 
Echo to Golf Bravo. Lost fighter cover again 
at Q935Z, proceeded from Golf Bravo to 
Golf Echo. 

Log for ACRP mission on 29-30 September 1967. Comments on loss of CAP such as 
these were typical 

defense communications. The large volume of communications 
intercepted made possible the production of COMINT of direct value to 
U.S. air commanders in the planning of their operations, in the conduct 
of those operations over the north, and in later evaluation of those 
operations. The various applications of SIGINT will comprise the 
subjects of volumes to follow in the Southeast Asian Cryptologic History 
Series. 
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AAI 

AB 

ACRP 

AMS 

AW 

BRIGAND 

CAP 

CCAF 

CDAA 

CFNVN 

CMA 

CNO 

CRC 

CRP 

CTG 

DIRNSA 

ECM 

ELS 

EOB 

EW 

EWO 

FICPAC 

FMFPAC 

GO 

GDRS 

IFF 

me 

* MAF 

MAG 

MAW 

NVN 


List of Abbreviations 

Airborne Aid (o Intercept 
Air Base 

Airborne Communications Reconnaissance 
Program 

Airborne Mission Supervisor 
Automatic Weapons 

Bi-static Radar Intelligence Generation and 
Analysis Development 
Combat Air Patrol 
Chinese Communist Air Force 
Circularly-Disposed Antenna Array 
Chinese Forces North Vietnam 
Collection Management Authority 
Chief of Naval Operations 
Control and Reporting Center 
Control and Reporting Post 
Commander, Task Group 
Director, National Security Agency 
Electronic Countermeasures 
Emitter Locator System 
Electronic Order-of -Battle 
Electronic Warfare 
Electronic Warfare Officer 
Fleet Intelligence Center Pacific 
Fleet Marine Forces, Pacific 
Ground Controlled Intercept 
General Directorate of Rear Services 
Identification Friend or Foe 

l9»fn Rcwnwiaancs firnifr | 

Marine Amphibious Forces 
Marine Air Group 
Marine Air Wing 
North Vietnam(ese) 
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PACAF Pacific Air Force 

PACFLT Pacific Fleet 

PACOM Pacific Command 

PACSCTYRGN Pacific Security Region 


Radar Advisory Zone 

PPI Planned Position Indicator 

PPS Pulses Per Second 

PRF Pubc Repetition Frequency 

RLXX Low VHP single channel Soviet transceiver 

RADAR Radio Detection and Ranging 

RADINT Radar Intelligence 

RHAW RADAR Homing and Warning 

RVN Republic of Vietnam 

SAC Strategic Air Command 

SACRECONGEN Strategic Air Command Reconnaissance Center 

SAM Surface-to-Air Missile 

SAR Search and Rescue 

SEA Southeast Asia 

SUPRAD Supplemental Radio Detachment 

SW1 Special Weather Intelligence 

TACC-NS Tactical Air Control Center—Northern Sea or 

TAREX Target Exploitation 

VMCJ-1 Marine Composite Reconnaissance Squadron— 

One 

VNAF Republic of Vietnam's Air Force 



' bj ur 

lb) (3) -50 US 1 .’ 403 
(b)(3)-18 USC 793 
(b)i7)-r.L. RC-30 



INDEX 


Airborne collection platforms 

Air Force's program, development 



C-130 ACRP platform: 63-64. 

83-94. 97.105,112-114 
drone operations: 4, 11. 16-19, 33. 
90 

U-2 program: 4. 11. 14-16, 90, 
108 

RC-135 platform: 94-102. 112 
■ SR-71 dUfaCflL 19-20 
I p i, 105-108 

Airborne communications reconnais¬ 
sance program platforms. Stt 
airborne collection pluformi. 
Ajrcrafr. U.S- and Allied: 2-6, 23 
EA-3B: 105-108 
EC-121 M/D/K: 101-111.113 

E&B-47: 19 

used for jamming: 22-23 
used in SAC reconnaissance: 14- 
20 

Aircraft, North Vietnamese: 45-51 
Air Defense Command, U.5.: 104, 111 
Air fields used by NVN: 46 
Air Force, U.S.: 13, 83-84, 96 
Air Force units. S*a Pacific Air Force, Air 
Force Security Service and units. 
Strategic Air Command and 
units, Air Defense Command, 
and Tactical Air Command. 

Air Force Security Service (AFSS)- 53- 
36. 

airborne collection: 84-105. 112 
and combat air patrol: 113-115 
ground collection: 56-72,76 
processing adjustments: 53-36 


Air Force Security Service units 

Pacific Security Region (PACSCTY- 
RGN): 35. 76. 89-90.94 
6922d Security Wing (USA-732/ 
USA-57): 54, 60-61. 65, 72. 
94. 112 

6922d/Det 2. Saa USA-32 
6922/Det 4. (USA-29): 65. 69-72 
6924fb Security 5quadron. 5 m 
USA-32 

6925th Security Group (USA-37): 
11,53-54.57,72.90 


6923th/Det 4 (USA-371). 37 


Air operations, U.S.. 1-2. 9-23 
BARREL ROLL: 21 
FLAMING DART strikes: 7 
PIERCE ARROW strikes: 6-7 
ROLLING THUNDER: 7-9,68. 

83.101. 105 
STEEL TIGER: 22 
TIGER HOUND: 22 
Air surveillance network. NVN: 25. 30- 
34 

Antennas 

at Da Nang: 62 
at H.U180. PhuBai 77.79 
at Monkey Mountain: 63 
atUdorn: 70-71 

Antiaircraft artillery: 23. 34. 36. 43-44 
Army of Republic of Vietnam fARVN). 
63.76. 78 
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Army Security Agency (ASA). 31. 63. 

68-71.76-79 
Army Security Agency unto 
ASA Pacific: 39 

, LBMaZ (6271V. ttnlfl_ 


Carter, Marshall S. Li. Gen. .101 
Central Intelligence Agency: 13 


USM-808: 59 

. :::Vim Hdl Farms ttaoon; 78.. 

BAR LOCK. See radars. 

BARREL ROLL: 21 

Bieo-Hoa Air Base: 3.14-13, 17, 19 

BIG BAR. See radars. 

BIG EYE rider platform: 113 

‘ Wake. Gordon A. U. Gen.: 3y. h! 

BLUE SPRINGS- See Drone operations. 


“lo8-tll 


BRIGAND: \b\, i08-t 
BUCKET projeq:76 
BUFFALO HUNTER. Set Drone 
operations. 

Buffham, Benson K. Mr.: 113 
BUMBLE BUG. Sea Drone operations 
BUMPY ACTION. See Drone opera- 



C-130 ACRP platform (QUEEN BEE 
CHARLIE/DELTA. SILVER 
DAWN. COMMANDO 
LANCE) 

combat air patrol problems: 113- 
114 

configuration: 85-87 
orbits and staging 88-94 
platform control: 112-113 
replacement by RC-135's: 94. 97 
Callsign systems 
V-65: 28-30 
SAM/AAA: 3B 


Collection"” 

airborne: 83-ill 

developmental: 57, 70. 72. 76-79 
expansion of in SEA: 53. 68-72 
ground site: 73-72, 76-81 
management compkijty: 111-115 

ih.nhn.ad. lj -76 


t adar aircraft: 104-105 
CAP): 113-115 

COMBAT APPLE. See RC-135 air¬ 
borne collection platform. 
Commander in Chief. Pacific (ClNC- 
PAC). See Pacific Command. 
COMMANDO LANCE. See C-130 
ACRP platform. 

Communications. U.S.: 37,66. 73 
CROSS LEGS, See radars. 

CROSS SLOT See radars. 


Da Naog Air Bajc: 3,6, 36, 39, 96, 
105-106,109 

crowded conditions at: 88-89 
rocket/mortar attacks on: 65, 67. 
HO 

DANCER project: 63-64. 76. 78. 80 

|lhY»fclflhnl.Mii.CBLi 14 |. 

Defense Intelligence Agency 

and airborne collection: 85. 94. 
112 

Direction finding: 12,22 
Duric Station: 4-5 
Drake. Robert E. Mr : 36 
Drone operations (BLUE SPRINGS. 

BUFFALO HUNTER, BUM¬ 
BLE BUG, BUMPY ACTION): 
4,11. 16-19, 33.90 

Electronic countermeasures (ECM) See 
Electronic warfare. 

Electronic intelligence (ELINT): 4, 11- 
14.16-17,19-23,90.103 
Electronic warfare: 3-4. 11-13, 17-20. 

22-23.106 
ERB-47 operations: 19 
ETHAN, callsign. See Radar control fa¬ 
cilities. U.S 

FAN SONG. See Radars. 

Filter centers: 30-32 

I Fine grid locator system- See Tracking 
systems. 

FIREBEE. See smdfr Drone operations 
FIRE CAN: See Radars. 

FLAMING DART air strikes: 7 
FLAT FACE. See Radars. 

Fleet Marine Forces, Pacific (FMFPACl: 

1 

FMFPAC units 

1st Marine Air Wing: 2. 6 
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1st Radio Battalion: 63 
3d Marine Amphibious Force: 6 
llth-L3th Marine Air Group*: 5, 
6 

VMCJ-1 (Marine Composite Re 
™«n..«nnr» SomdtPtt P™ 1 6 


Garofalo. Caterino Mr.: 29 


Ttci). 


Ground controlled intercept (GC1). 
NVN: 32, 50-51 

Heathenngion, John Maj. Gen.: 56 
Identification Friend or Foe (IFF) 

flREBflARD wMcm 411 


Inurmerio* tasks- 99-100 
IRON HORSE position: 66 

Jackson. DonC. Dr.: 56 
Jamming. See Electronic warfare. 

Joint Chiefs of Staff 

and airborne collection 85, 89-90. 

94, 101- 113-114 
and strategic reconnaissance: 10. 14 
„r r r c ... i 



^ KNIFE REST B lee Radars^ 
Ky. Nguyen Cao Air Marshal: 6 
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-2 program. 


Manual Morse commumcaricms: 26. 28, 
32,38.37-39.73.76.99 
Marine Corps, U.S- Se* Fleet Marine 


MiG warnings. 5m SI GI NT warnings. 
Military Assistance Command, Vietnam 
(MACW. 2, 8 
MOON CONE. 5« Radars. 

Moore, Joseph H. Maj. Gen::-4,12 
Morrison, JohnE.Brig. Gen.: 89 
Muldoon, Bernard R Col.: 89 


National Security Agency 

and airborne collection: 84-85, 88. 

92-94.96.99.1U-113 

r = — i 

and ELJNT: 13 
and traffic analysis: 29-30 
processing functions: 33, 34-36 
National Security Agency. Pacific (NSA- 
PAC): 61.77-79, 89. 113 
Naval units. See Padfic Fleet units and 
NAVSECGRU units. 

Naval Securttv Group (NAVSECGRU): 
53. HI 

Naval Security Group units 

1st Radio Battalion (USMC): 63 
Supplemental Radio Detachments 
(SUPRAD s): 73-76 
USN-842 (USN-27J/4I4J): 74, 
80-81 


North Korea 

assistance to NVN: 25,45-46. 30 
communications in NVN: 99 
North Vietnam 

Air Defense Headquarters opera¬ 
tions: 23-28,30-35 
Air Force h eadqu a rters: 25, 30 
Air Surveillance network: 30-34 
bloc country assistance to: 25, 44. 
53-34 

combat aircraft: 44-49 
ground controlled intercept: 32. 

30-31 

SAM and AAA units: 34-44 
North Vietnamese communications 
Air Defense headquarters: 26-28 
^_^Aj^aiarv«ill»nce_»j»eem^^O— 32 

General Directorate of Rear 
Services: 101 
GO: 50-31,94 
Liaison links with Chinese com¬ 
munists: 33,58.68. 72 
SAM/AAA: 36-39. 44. 94. 114 
Signal operating instructions: 

28-30,33*38 
Weather: 61-62 

5m. hi —■** ntoohinmnicationi: 

I landlines, manual 

1 Morse ' U F /(A a nxr R l fll 

R108, R 109. 1 I 

Padfic Air Force (PACAF): 1, 8. 48 
and airborne collection: 89- 94. 


Padfic Air Force units 
5th AF: 94-97 
7th AF: 1-3,9.48,89.94. 
_100-102. 112-113_ 


Padfic Command (PACOM): 1.7. 


Pacific Fleet (PACFLT): I, 8.111 
PACFLT units 

7th Fleet: 2. 4. 48. 73. 106, 112 
Task Force 77: 1-2, 4, 9. 73. 106, 
112 

VQ-l (Fleet Air Reconnaissance 
Squadron One): 103. 108. Ill 
Padfic Security Region. 5 m Air Force 
Security Service units. 

PANAMA. Srr Radar control facilities, 
U.S. 

Photo-intelligence operations. S/e U-2 
^^prograjn^droneandSR-Tlopefations. 


RHuc Yen airfield: 45,48-49, 88 
PIERCE ARROWnir strikes: 6-7 
Positive Identification and Radar 

Advisory Zone (PIRAZ): 9,73 

QUEEN BEE CHARUE/DELTA. 
See C-130 ACRP platform. 

R-103 communications: 30, 38, 61 
R-108 communications: 32,61 


Radar homing and warning (RHAW): 113 

16.23.43 SILVER DAWN. Si 

Radar intelligence (RADINT): 73* 104 Smead. Frank Mr.: 5 
Radars. NVN ' | 


rcuv sunu: 13, 

FIRE CAN: 44 
FLAT FACE: 32,41, 109 
KNIFE REST B: 32-33 
MOON CONE: 33-34 
ROCK CAKE: 31 
SIDE NET: 51 

SPOON REST A: 40-41, 109 
STONE CAKE: 51 
WHIFF: *44 

RC-135 airborne collection platform 
COMBAT APPLE program: 94- 


REDCROWN. See Radar control fa- 
ciliries, U.S. 

Republic of Vietnam Air Force (VNAF): 
3.6 

.Rtfh, Ifllmifc.: 56 

104-103 
1 1.101-104 

ROCK CAKE. See Radars 
ROLLING THUNDER. See Air oper¬ 
ations. U.S. 

Route package areas: 8 
Ryan.John D Gen.: 103-104 

Schiitt, Albert W. Maj. Gen.: 103 
SCOREBOARD IFF: 40 
Search and Rescue (SAR) ships: 73 
SEA TOP project: 13 
Sharp, U-S.G. Admiral: 7 
SIGINT warnings: 101-103. 106, 112, 
113 

SILVER DAWN. SeeC-130 ACRP. 


BAR LOCK: 27, 32. 30. 109 
BIG BAR: 32, 30,109 
CROSS LEGS: 33-34 
CROSS SLOT: 32 


EEL TIGER. See Air operanotu. 

U-S-_ 
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Strategic Air Command (SAC): 11, 14, 
90.111 

and EC-121 101- 

104 - 

tnd RC-135 airborne collection 
platform: 94-101 

See *lso ERB-47, drone operations, 
SR-71, and U-2 program. 

Strategic Air Command units 

9th Strategic Reconnaissance Wing . . 
18-20 

82d Strategic Reconnaissance j 

Squadron: 96, 100 
100th Strategic Reconnaissance 
Wing: 15-16 

Supplemental Radio Detachments 
fSUFRAD'i): 73-76 
Surface to Air missiles (SA-2): 14-17, 
19, 23, 34-42.102 
Tactical Air Command (TAC): 111 
Tactical Air Control Center. Northern 
Sector (7th AF): 101 
Tactical Air Warning Center (7th AF): 

103 


Tracking systems. NVN: 40-41 
Triantafellu, Rockley Brig. Gen.: 113 



UNITED FRONT: 19 
USA-29. See Air Force Security Service 
units (6922d Security Wing). 
USA-52: 57-58, 60-68, 72. 74. 76-77. 


USA-37J. See Air Force Security Service 
units (Det 4, 6922d and Det 4. 
6925th). 

USA-37. See Air Force Security Service 
units (6922d SW and 6923th 




USN-27J. See USN-842. 
USN-842 (USN-27J): 74 


See Air operations. 



Voice communications. Mr/rir: co. 
57-59,72-73, 76 

WATERBOY. See Radar control facil¬ 
ities. U.S. 

Wetthw eonimunicnioni- 61-62 


Yankee Sotion: 4-5 

Yankee Team air reconnaissance: 21 













